Brosnerens nndopmaiimonHoii 6esonacuocty ot 13.01.2025

I. CBenenust 00 yI3BUMOCTSIX.

ObpalllaeM BHMMaHMe Ha 3aduKcHMpoBaHHble creumanucramu OCTOK
Poccun ysI3BUMOCTHU, OTHECEHHbIe K KaTeropuiu «Haubdosiee ornacHbie YI3BUMOCTU».

1. Yassumocts pgpaiiBepa Windows Common Log File System (CLFS)
onepamyoHHbix cuctem Windows (BDU:2024-11011, ypoBeHb oOmacHOCTH IO
CVSS 3.0 - BbICOKMHN), CBSI3aHHasi C TeperojHeHueM Oydepa B AUMHAMUUECKOM
MaMsITU. DKCIUTyaTaluysl ySI3BUMOCTM MOKET IO3BOJIMTb HAPYIIUTEIIO MOBBICUTH
cBOM npuBuaerun a0 yposHss SYSTEM.

B nesnsx npegoTBpallleHMs BOSMOKHOCTH SKCIUTyaTaliyi JaHHOM YSI3BUMOCTH
peKOMeHAyeTCsl YCTAaHOBUTh OOHOBJIEHME IPOrpaMMHOTO obecreueHus] B
COOTBETCTBMM C MeToauKou TeCTUpOBaHMSI OOHOBJIEHMI  6e30MacHOCTU
IIpOrpaMMHBIX, IIpOrpaMMHO-aIlNapaTHbIX CpeacTs, yrBepkaeHHon OCTIK
Poccun 28 oxta6ps 2022 r. (manee - «MeToamuka TeCTUpPOBaHUSA»), a TaKkKe
MeToaukoi OLIEHKM YPOBHSI KPUTUUYHOCTU VYSI3BUMOCTEM IIpOrpaMMHBIX,
IporpaMMHO-aInapaTHbiX cpeacTts, yrBepskaeHHou @CTIOK Poccum 28 okrsabps
2022r. (manee - «Meromguka onenku») (https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty).

B cayyae HeBO3MOXKHOCTM YCTAHOBKM OOHOBJIEHUSI IIPOrpaMMHOIO
obecrieueHys peKOMEHIYeTCS IIPUHSTh CJieAylolle KOMIeHCUPYIOIIe MephI:

ucronb3oBatb  SIEM-cucrembl  OJis OTCHAEXMBAHMS  MHAMKATOPOB
komnpoMmeTtauyu (I0OC), ykasbIBalOIMX HA MOMNBITKU 3KCIUTyaTalUM YSI3BUMOCTH;

MCIOJ/Ib30BaTh MMPOrpaMMHbIe CpelCcTBa KOHTPOJIS JAeMCTBUM T0Jb30BaTeIeNn
IIJIS OOHApY>KeHMsI OMBITOK SKCIUTyaTallUuy YSI3BUMOCTMH;

UCIOJIb30BaTh CPEAICTBA aHTUBYPYCHOM 3alMThl MHOOpPMAaLIVN;

MIPOU3BECTY MUHUMM3ALMIO TIOIb30BaTeIbCKUX ITPUBUJIETUN;

OTKJIIOUNUTD (YOAJIUTh) HEUCIIOJIb3yeMble YUeTHbIe 3aMyCH M0Jb30BaTeseNn.

2. VI3BUMOCTb peaJM3aliii MOPOTOKOJA CJOy:K6bl KartajoroB LDAP
omnepalyoHHon cucteMbl Microsoft Windows (BDU:2024-11018, ypoBeHb
onmacHoct mo CVSS 3.0 - xputuyeckuit), CBsI3aHHasi C I€JOUYMCIEHHBIM
nepenoyiHeHueM. ODKCIUIyaTalus YSI3BMMOCTM MOSKET MO3BOJIUTh HapyIIUTENIO,
IeMCTBYIOIIEMY YIaJ€eHHO, BbITTOJHUTD IMPOMU3BOJIbHBIN KO,

B nesnsx npegoTBpallleHust BOSMOYKHOCTH SKCIUTyaTaliyi JaHHOM YSI3BUMOCTH
peKOMeHyeTCsl YCTAaHOBUTh OOHOBJIEHME IPOrpaMMHOTO obecreueHus] B
cooTBeTCcTBUM ¢ MeToayuKkou TectTupoBanus U Metoaukon orjeHku @CTIK Poccun.

B cayyae HeBO3MOXXHOCTM YCTAHOBKM OOHOBJIEHUSI IIPOrpaMMHOIO
obecrieueHysI peKOMEHIYeTCS IPUHSTh CieAylolle KOMIEeHCUPYIOIIe MephI:

OrpaHUUUTbD [IJIsI KOHTpOJIJIepa JoMeHa noJiyueHue Bxoasiiero RPC-Tpaduka
13 HeJIOBEpEeHHBIX CETell;

OTpaHUYNUTh BO3MOSKHOCTb BHEIIHUX MOAKJIIOUEeHNUN mo nmpoTokosaM RPC u
LDAP c ucnonbzoBanuem SSL.

3. YI3BUMOCTbh IPOTpaMMHOIO CpeACTBa pe3epBHOIO KOINMPOBaHUS U
BOCCTAHOBJIEHUSI TAHHBIX [JIS1 yAAJeHHbIX M OOJIauHbIX KJIMEHTOB Veeam Service
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Provider Console (VSPC) (BDU:2024-10848, yposenb onacHoctu 1o CVSS 3.0 -
BBICOKNIf), CBSI3aHHasi C OIIMOKAMM pasrpaHnyeHus] [OOCTyIa. ODKCIUTyaTalus
YSI3BUMOCTM MOJKET IMO3BOJIMTh HApYIIUTEIO, JeMCTBYIOLIEMY yAaJeHHO, YAISITh
IIpou3BOoJIbHbIe daiiyibl Ha cepBepe VSPC.

B nensgx npegoTBpallleHMs BOSMOKHOCTH SKCIUTyaTaliyi JaHHOM YSI3BUMOCTH
peKOMeHAyeTCsl YCTAaHOBUTh OOHOBJIEHME IPOrpaMMHOTO obecreueHus] B
cooTBeTCcTBUM ¢ MeToauKkou TectTupoBanus U Mertoaukon orjeHku @CTIK Poccun.

B cayyae HeBO3MOXXHOCTM YCTAHOBKM OOHOBJIEHUSI IIPOrpaMMHOIO
obecrieueHysI peKOMEHIYeTCS IPUHSTh CieAylolle KOMIEeHCUPYIOIe MephI:

OpraHu3oBaTh [JOCTYIl K YSI3BMMOMY IIpOrpaMMHOMY CpeICTBY C
UCIIO/Ib30BaHKeM «besioro» cnmucka IP-agpecos;

OTKJIIOUUTD (YIAJIUTh) HEUCIOJIb3yeMble yUeTHbIe 3allMCH M0JIb30BaTeJel;

MPOU3BECTY MUHUMMU3ALNIO TIOJIb30BaTeIbCKUX ITPUBUJIETHNA.

4. VasBuMOCTb cepBepa npuiokenuit Apache Tomcat Framework
(BDU:2024-11286, ypoBensb omnacHocTu o CVSS 3.0 — KpuTuueckuii), cBsI3aHHasI
C OIMOKaMU CUHXPOHU3ALMU TIPU UCIIOIb30BaHUM obilero pecypca («Curyauusi
TOHKU»).  DKCIJTyaTalsl  ySI3BUMOCTM  MO’KET  TO3BOJIMTb  HapyUIUTEIO,
IEeVCTBYIOIIEMY VYAAJIeHHO, BBIIIOJHUTb ITPOU3BOJIbHBIM KOO IyTEeM 3arpys3Ku
crielMaJbHO chopmupoBaHHbIX |SP-daiinos.

B nesnsx npegoTBpallleHus BOSMOKHOCTH SKCIUTyaTalii JaHHOM YSI3BUMOCTH
peKOMeHAyeTCsl YCTAaHOBUTh OOHOBJIEHME IPOrpaMMHOTO obecreueHusi B
cooTBeTCcTBUM ¢ MeToayuKkou TectTupoBanus U Mertoaukon orjeHku @CTIK Poccun.

B cayyae HeBO3MOXKHOCTM YCTAHOBKM OOHOBJIEHUSI IIPOrpaMMHOIO
obecrieueHysI peKOMEHIYeTCS IIPUHSTh CieAylolle KOMIEeHCUPYIOIIe MephI:

OrpaHMUUTb BO3MOKHOCTU 3arpys3ku JSP-cdainoB B Kkatasiorum cepBepa
MIPWIOKEHUMN C IIOMOIIIBIO CEPBJIETOB;

MUCIIOJIb30BaThb CpeACcTBa MEKCETeBOrO0 SKpaHUMPOBAHMUSI YPOBHSI Beb-
NPWIOKEHUN OIS OTpaHMYeHMsI BO3MOSKHOCTU YOQJIEHHOTO [OCTyIla K CepBepy
MIPUJIOKEeHUM;

UCIOJ/Ib30BaTh CPeACTBa OOHAPY KEeHMS ¥ MpeaoTBpallleHNs] BTOPSKeHUN AJ1sT
OTCJIESKMBAHMUS TTOJIKIIOUEHNI K cepBepy MPWIOKEHNUM U 3arpy3Ku (Haisios;

MCIIOJIb30BaTh BUPTYyaJibHble UacCTHble CeTH [JIS OpraHM3alluu yAaJeHHOro
IlOCTYyIIA.

5. YasBumocTb byHKUMMN nft_verdict_init() B MoayJe
net/netfilter/nf_tables_api.c sapa omnepaimonHoi cucrembl Linux (BDU:2024-
01187, ypoBenb onacHoctu o CVSS 3.0 - BbICOKMIT), CBSA3aHHAsI C TTOBTOPHbBIM
UCIOJb30BaHMEM paHee OCBOOOKIEHHONM NaMSITH. OKCIUTyaTanys YSI3BUMOCTU
MOKeT IO3BOJIUTh HapYIINUTENI0 OKas3aThb BO3OENCTBME Ha KOHOPUIAEHUNATbHOCTbD,
LIeJIOCTHOCTh WM IOCTYIHOCTh 3allMIaeMOM WHGpOpMalM¥M U IIOBBICUTH CBOU
MIPUBUJIETUN.

6. Ya3BuMoOCTb KoMIioHeHTa clk-mt2701 gapa onepalyoHHoOM cucTeMbl Linux
(BDU:2024-10523, ypoBenb onacHoctu no CVSS 3.0 - cpennwuii), cBsizaHHast C
pasbiMeHoBaHMeM yKaszaTeast NULL. OkcriyaTtauys ysI3BUMOCTU MOSKET IMO3BOJIUTD
HapyIIUTEJIIO BbI3BaTh OTKa3 B 0OCIYKMBaHUN.
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7. YI3BUMOCTb  peajqm3auuu MpoTtokosa ayTeHTuduxkauyuu NTLMv2
onepamyoHHbix cucrtem Windows (BDU:2024-09487, ypoBeHb OMNacHOCTU IO
CVSS 3.0 - cpemumn), cBsS3aHHas C pacKpbITMEeM Xelllell B pe3yJbTaTre
HEKOPPEKTHOrO BHEIITHEro yIIpaBJeHNs] MMeHeM WIN IyTeM darjia. DKCIUTyaTalys
YSI3BUMOCTM MOSKET I[I03BOJINTh HapyILUUTENI0, IeHCTBYIOIMIEMY YyAaJeHHO,
peanusoBaTh aTaky Pass-the-hash.

B uenax npegoTBpallleHMs BO3MOXKHOCTU SKCIUTyaTallMM YKa3aHHbIX B
INyHKTaxX 5-7  ysA3BUMOCTEM  peKOMeHAYeTCsS  YCTaHOBUTh  OOHOBJIEHME
MpOrpaMMHOro obecriedeHus] B COOTBETCTBUM C MeTOAMKONM TeCTHMPOBaHUS U
MeTtonmyxkoi onienku @CTOK Poccun.

II. CsepeHus 0 AeSITeIbHOCTU XaKepPCKUX IPYNIIUPOBOK.

[To pesynbTaTam aHaaM3a CBedeHMI 06 yrpo3ax 6e30MacHOCTY MHMOpMaLn
U JeITeJbHOCTU XaKepCKUX I'PYNIMPOBOK, IpoBoaumoro cneupnanucramu @CTOK
Poccum B  YyQIOBMSIX CJIOKMBIIENCS OOCTaHOBKM, BBISIBJIEHbI CBeOEeHMS O
JIesITeJIbHOCTU XaKepCKUX I'PYIIIUPOBOK.

1. Xakepckummn IPYIIIMPOBKAMH, HalleJIeHHbIMU Ha OpraHbl
roCygapCTBEHHOM BJIACTM W  CyObBEKTbl KPUTUMUYECKOM MHGOPMAIMOHHOM
UHGpacTpyKTyphl Poccuiickonn @enmepauny, OCYIIECTBISIOTCS GUIIMHTOBBIE
PaCChUIKM 3JIEKTPOHHBIX MHMCeM OT wuMeHM @PemepasbHON aHTUMOHOIIOJBHOM
Ccay>KO6bl. Bo B/IOKEHMSIX yKa3aHHBIX IMCEM COIEPKUTCS BPeIOHOCHBIN (aiy ¢
HauMeHoBaHueM «2024 OmnpepeneHue o Bo30ykaeHuu aena.docx.nk», mocie
3aIyCKa I10JIb30BaTe/ieM KOTOPOI'o OCYILECTBJSIETCS OeMOHCTpalys AOKyMeHTa-
MIPMMaHKU ¥ BHeJApeHMe BpeJOHOCHOrO MpOrpaMMHOro obecriedyeHus: Ha 1eJIeBYIO
CUCTEMY.

Iy npegoTBpallieHMs] peajusalMyM yYrpo3 6e30MacHOCTU MHQoOpMaluu,
CBSI3aHHBIX C [AesITeJIbHOCTBIO YKa3aHHBbIX XaKepCKUX TPYNIMPOBOK MO
(PUIMHTOBBIM pacChl/IKamM, HEOOXOAMMO MPUHSTD CAeAyIollye Mepbl 3alUTHI.

1.1.ITpousBoauTh MpPOBEPKY IIOYTOBBIX BJIOXKEHMI C MWCIIOJb30BaHUEM
Cpe[iCTB aHTUBUPYCHOM 3aILNUTHI:

oas antuBupycHoro cpeactBa Kaspersky Endpoint Security Heobxoaumo
MCIIOJIb30BaTh (QYHKIMIO «3alllUTa OT IOUTOBBIX Yyrpo3». s TOro, 4TOOBI
BKJIIOUUTH YKa3aHHYIO (QYHKLNIO, HEOOGXOOMMO IepeNTH B HaCTPOMKU ITPUIOKEHNS
" B pasnesie «basoBas samura» aKTUBUPOBaTh (GYHKIMIO «3alllyMTa OT MOYTOBBIX
YIpo3»;

oas  aHTuBMpycHoro cpeacrBa Dr.Web Security Space Heobxoaumo
ucnosib3oBath yTwinTy SplDer Mail. /15 Toro, yTo6bl 3a1eMCTBOBAaTh YKa3aHHYIO
YTWINTY HeOoOGXOOMMO TIepeidTy B HaCTPOMKM TPWIOKEHMSI M B pasielie
« KoOMITOHEHTHI 3alUThI» BbIOpaTh U aKTUBMPOBATh YTUANTY SplDer Mail.

1.2.1TpoBepsiTh MMSI JOMeHa OTIIPaBUTEJS 3JIEKTPOHHOIO MUCbMa B LeJSIX
uaeHTUGUKaIUMU OTIpaBuTess. i 3Toro HeoOXoAMMO OoOpalllaTb BHMMaHMe Ha
HaVIMeHOBaHMe MOYTOBOro ajapeca (JOMeHa), YKa3aHHOTO I0ocje CUMMBOJA «@», U
COIOCTAaBJISITh €r0 C agpecaMy (AOMeHaMM) OpraHoB (OpraHusalyii), ¢ KOTOPbIMU
OCYIIECTBJISIETCS CJIy>KeOHas MepenucKa.
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1.3.0prannusoBaTh MoJyd4eHMe MOUYTOBBIX BJIOXKEHMI TOJbKO OT M3BECTHBIX
oTnpaButesei. s 3Toro Heo6XoaAuMO OpraHM30BaTh BeleHMe CIMCKOB aJipecoB
97IEKTPOHHOM TMOYTHl OpraHoB (OpraHusalyii), ¢ KOTOPBIMM OCYIIIECTBIISIETCS
B3aMIMOIENICTBHE.

1.4.He oTKpbIBaTh U He 3arpysKaTh MOYTOBbBIE BJIOKEHMUS IMCEM C TEMATUKOM,
He OTHOCSIIENCS K JesITeTbHOCTU opraHa (OpraHu3aryn).

1.5.0c¢y1ecTBaATh paboTy C JIEKTPOHHOMN IMOYTON MO, YUETHBIMU 3aIIUCSIMU
MOJIb30BaTeNell  ONepalyiOHHOM CUCTEMbl C MMHUMAJbHBIMM BO3MOSKHBIMU
MIPUBUJIETUSIMUA:

JJIS onepallMOHHBIX cucTeM cemelictBa Microsoft Windows orpanuuenue
MIPUBUJIETUM MOSKHO OCYIIECTBUTH uepe3 «IlaHesnb yIpaBieHHsI» - «YUYeTHbIe
3aIIMCH T10JIb30BaTeIen» - « YIIpaBJIieHUe YUeTHbIMU 3aIlTUCIMU»;

IJIsI OTepalMOHHBIX CUCTEM ceMelcTBa Linux BO3MOXKHO MCIOJIb30BaHMUE
KoMaHg, chmod, chown, chgrp Aja pasrpanuyeHus IIpaB JOCTyIla K daijam U
IVPEKTOPYSIM KaK OTAEIbHBIX II0JIb30BaTe/IeN, TaK U IPYIIN I0JIb30BaTeIen.

1.6.06ecnieunth Ha YpPOBHE CeTEBbIX CpPEACTB 3allMThl MHQOpMaLUU
orpaHMYeHKe OOpallleHU K CAeOyIONIUM ajipecaM, MCIIOJIb3ys CXeMy OOCTYyIa I10
«YEPHBIM» WU «OeJIbIM» CITMCKaM:

185[.]22[.]152].]199;

ftp[.]Jmedia-storage[.|myftp[.]info;

hxxps[:]//mivz[.]ru/api/files2[.]php?fileid=PLMN;

hxxps[:]//mivz[.]ru/api/files2[.]php;
hxxp[:]/185].]22].]152[.]199[:]443/api/send_to_client;
hxxps[:]//mivz][.]ru/api/files2].]php?get=1PLMN1731912032;
hxxp[:]/185[.]22].]152[.]199[:]443/api/register.

O6pamaeM BHMMaHMe, YTO PeAAKTHPOBAHME B AKTUBHOE COCTOSIHME
CCHIJIOK HA BPeAOHOCHOE MPOrpaMMHOe o0ecreueHne M cepBepbl YIIpaBIeHMs
3/I0YMBIILIJICHHUKOB, IPUBEIEHHBIX B HACTOSIEM NMKUCbMeE, a TAKXKe Mmepexon
N0 JAHHBIM CCBUJIKAM He JAOMYCKAaeTCs, TaK KaK CO03JaeT NPeJNOoCbLIKU K
PacHpoCTpPaHEeHNUIO0 BPEAOHOCHOTO MPOrPaMMHOTO 00eCIIeueHMsI.

1.7.0cymiecTBuUTh HACTPOMKY IIpaBUJI CUCTEMbl MOHMTOPMUHIA COOBITUM
MHGpOPMaLIMOHHON 6e30macHOCTU (MIpU ee HaJUUMM) IyTeM BHeCeHMs B MpaBMJIa
KOPPEeJSIIUK COOBITUN CAeAYIONIX WHANMKATOPOB KoMIpoMeTaryy (sha256):
231cf0075fd311223539743906a974b37354c45e3a792b30f410bd307f32712e;
0ed459c¢f2682b12d95613ca8f1f1b9d71bcc529c681f8a2a0ec347bba7d8f4b6;
d3aaf9a04437859b513efabfdd2d57ef6eble66c46645a09c1b8d80328997e28;
88aalbd65a6ff5d92ac7041e9685¢20e08286709971881660df9c0f4a04c06db;
46c0fd35e4699265db0223cee00b3dad48ec157e2d7a51590c87b077918f76d5b;
601f00162583¢82d933ad27ec6b3f900d2efde81alf4cf3724e5cfc4875305¢h.

2. XaKepcKuMu rpyINUpPOBKAMU, HalleJIeHHbIMM Ha OpraHbl
roCygapCTBEHHOM BJACTM M  CyObBEKTbl KPUTHMUYECKOM MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauyy, OCYIIECTBISIOTCS (GUIIMHTOBbIE
PaCChUIKM 3JIEKTPOHHBIX MUCeM € TeMaTukamu « CpouHO HY’KeH HOBBIM 3aKas» U
«JlorosHUTEIbHOE COTJIallleHKe K JOoroBopy». Bo BJIOKeHMSX YKa3aHHBIX NUCEM
COMIEP’KUTCS BPEIOHOCHBIN apXuB ¢ HamMeHoBaHueM «*.pdf.rar» manm «*.xls.rar»,
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3aMacKMpPOBaHHbBIM MOJA (UHAHCOBBIM OOKYMEHT. BHyTpM yKasaHHOro apxmBa
COOEepsKUTCS UCIOJHSIEeMbIN Gaiyl, TOocje 3alycka II0Jb30BaTe/ieM KOTOPOro
OCYIIIECTBJISIETCSI 3arpy3Ka U BHeJpeHMe Ha I1eJIeBYI0 CUCTEMY BpeIOHOCHOI'O
MporpaMmMHOro obecrneuenust Tuma «crunep» (MetaStealer).

I mpedoTBpallleHUs] peajusalyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C JIeSITeJIbHOCTBIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(OUILMHTOBBIM pacchl/ikaM, HeOO6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHnkrax 1.1-1.5.

3a6JIoOKMpOBaTh BO3MOKHOCTb MOJYUYEHUs 3JIEKTPOHHBIX MUCEM C aJpecoB
ognap@ingehim|.]ru u lazunina@b-technology][.]ru.

Kpome Toro, Heo6xoaumMo ob6ecrneunTb Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNK OrpaHNYeHNe o6pallleHNni K CJIeAYIOMM afgpecaM, UCIIOIb3ys CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CITMCKaM:

87[.]120[.]120].]86; hxxp|:]//87[.]120[.]120[.]86[:]1912/.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNI) ITyTeM
BHECEHMsS] B TpaBWja KOppeasaluyu COOBITUM CJAeAYIOIIMX WHANKATOPOB
KommpoMmetaiuu (sha256):
c4a993a439395763eaa84f6f2cdcd20c2b8d3a9bafe795cel1 874f7d510d34293;
cbffa6a62ef883d9379f5da7bd8c3d4b0fe95c40db2a8a85d5af9¢c9fb8a04d7f;
bcd51ae21d90b326dfc29¢3b7f5e7d16144683ce2916f83a0597119291e2d88c;
2d38fac7d02a4d32b8579c25ec1ce2d6bb14bc27d846874ad6f1897ca21889¢d;
425dd1eb40b5c657dd605c672d62d6bcd13e79985aee2719a39a4e48c49ac7af;
15¢cd076972fcd606c2f0dbc12357ed7bbc40793aaa8080afeb2666a74c4449f.

3. XakepcKumMu rpyINMpOBKaAMU, HalleJIeHHbIMU Ha OpraHbl
roCcygapCTBEHHOM BJACTM W  CyObEKTbl KPUTHMUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauyy, OCYIIECTBISIOTCS GUIIMHTOBbIE
PacChIIKA 3JIEKTPOHHBIX MMCEM, BO BJIOYKEHUSIX KOTOPbIX COMlepyKaTcs BpeJlOHOCHbIEe
MCIoJIHsIeMble aliJibl ¢ HaMMeHOBaHMsIMMU «Mou KOHTakTbl B Moprexe.doc» u
«KoHTakTbl B mopmnexe.doc», 3aMacKMpOBaHHbIe IIOJ JIETUTUMHbIE JOKYMEHTHI.
[Tocne samycka IoJib30BaTe/JeM YKa3aHHBIX (haliyIOB OCYILECTBJISIETCS 3arpyska U
BHeJIpeHNe BPeJOHOCHOTO MPOrpaMMHOIo obecriedeHus TUIA «TPOSIH yaJeHHOI'O
noctyma» (NjRat).

I npedoTBpallleHUs] peajusaluu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C  [JIeSITeJIbHOCTbIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(OUILMHTOBBIM pacchl/ikaM, HeOOXOAMMO peajn30BaTh Mepbl 3alllUThbl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumMo 0b6ecreunTh Ha YPOBHE CETeBbIX CPE/ICTB 3allUThl
MHGOpMaLNK OrpaHNYeHNe o6pallleHNni K CJIeAYIOMM agpecam, UCIIOIb3YsI CXeMY
JOCTYIIA 110 «YePHBIM» WU «OeIbIM» CIMCKaM:

4[.]tcp|.]eu[.]ngrok].]io; hxxp[:]//4].]tcp[.]eu[.]ngrok].]io[:]13267.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IpPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUMI) ITyTeM
BHECEHUsS] B TpaBWja KOppeasIuyu COOBITUM CHAEAYIOIIMX WHAWKATOPOB
KommpoMetaiuu (sha256):
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f5b2d5cdeef399f6¢963dced42c1bed443343d8a24fb93ded8149¢519097e1f9d7;
2478f66866bf5cd2ea5¢c5714d01220addc336e1b6fec6867362b0f866e76¢739;
c01c307e77ad6133b04b21d46905¢277cf64d4e3a9¢138375d60645075ad1981;
6bdb8f7a7ae0f20fc4888a48e9bbd9471dbfb795ea43066f09919b6adc17e779;
85e360dd772dal192ac56b18d2a6f04eab6c01fd4064c6c7ba9efb334c705cbaa;
77c9d51ff369b73922696c4ala32fd54758b2b634ceb2419100c764b283887¢0.

4. XakepCcKUMHU rpyINMpPOBKAMMU, HalleJIeHHbIMM Ha OpraHbl
roCcygapCTBEHHOM BJACTM M  CyObBEKTbl KPUTUMUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @enmepauyy, OCYIIECTBISIOTCS GUIIMHTOBbIE
PaCChUIKM 3JIEKTPOHHBIX IMCEM C TEMaTHMKOM «3ampoc lieHbl». Bo BiokeHMSIX
YKasaHHBIX IIMCEM COOEPKUTCA BPEIOHOCHBIM apxXMB C HaMMeHOBaHMEM
«Cnmncok 3anpocos - NTLDT 000009142188.pdf (82KB).1zh». ApxuB copepxut
UCIIOJIHSIeMbI  ¢aia ¢ HauMeHoBaHueM «Crmmcok 3sampocoB - NTLDT
000009142188.pdf (82KB).com». Ilocne 3amycka yKa3aHHOTO WCIOJHSIEMOIO
daisa oCyIecTB/sIeTCS 3arpyska M BHeJpeHNe BPeJOHOCHOI'o IPOrpaMMHOTrO
obecrieyeHus TUIA «TPOSIH yaaneHHoro gocryna» (QuasarRAT).

g mpedoTBpallleHUs] peajusalyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C  JIeSITeJIbHOCTbIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(GUILMHIOBBIM pacchl/ikaM, HeOO6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xogumo ob6ecrneunTh Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNy OorpaHNYeHNe o6pallleHNni K CJIeAYIOMM afgpecaM, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHBIM» WU «OeIbIM» CIMCKaM:

wqo9[.]firewall-gateway][.]de;

rency|.]ydns|.]eu;

hxxp[:]/rency][.]ydns[.]eu[:]5287;

hxxp[:]/wqo9[.|firewall-gateway][.]de[:]8841.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IpPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HAJIMUNN) ITyTeM
BHECEHMsS] B TpaBWja KOppeasIuyu COOBITUM CJAEOYIOIIMX WHANKATOPOB
KommpoMetaiuu (sha256):
27a8774ed1c127b540cbac62ceb139096fc7162962a57c02798341268cb78d11;
3970b6a03ba24a7f6062bb6695b49e272d049fae120107d121c569d839bdecf1;
173a6408366a409c2c77e43eaac1bbb0e43c51e8e70b7af0c3b0edcf98e0291€;
5182¢93d80ab847541599124d388613c23bfb193b7879f5395b421bba5c568f6;
5fbc9dfb2e50425e3bac71421f660a66ca7a2e538798e7631eacfcad4918c3c4;
9¢9974c0ebbfa38c978b834f205e255775c51e28fbb4ff4bd61eb98db08a7df9.

5. Xakepckumu rpyINMpOBKaAMU, HalleJIeHHbIMU Ha OpraHbl
roCcygapCTBEHHOM BJACTM W  CyObEKTbl KPUTUUYECKONW MHGOPMAIlMOHHOM
UHGpacTpyKTyphl Poccuiickoin @Pemepauny, OCYIIECTBISIOTCS GUIIMHTOBBIE
pacChbUIKM  JIEKTPOHHBIX IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BpeIOHOCHBIN UCTIOTHSIEMBIN dann C HaViMeHOBaHUEM
«otuer no CTII 12 ([Jexkabpnp).pdf.exe», 3aMacKMpOBaHHbIN TOf, (UHAHCOBBIN
mokyMmeHT. [locsie samycka ykasaHHOTO aijia OCYIIeCTBJISIETCsS 3arpyska Wu
BHeJipeH}e BpeJOHOCHOI'0 MporpaMMHOro obecrneueHus tumna «ctuiep» (Meduza).
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Iy mpegoTBpallieHMs] peajusalMyu yYrpo3 6e30MacHOCTU MHQOpMaluu,
CBSI3aHHBIX C [AesiTeJIbHOCTBIO YKa3aHHbIX XaKepCKUX TPYNIMPOBOK MO
(PUIIMHTOBBIM pacchljikaM, HEOOXOAMMO peain30BaTh Mephl 3allMThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo obecrneunTh Ha YPOBHE CETeBbIX CPEACTB 3aIUThI
MHGOpMaLNy OorpaHnYeHNe o6pallleHNni K CJIeAYIOMM afgpecaM, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CIIMCKaM:

93[.]123[.]85][.]46;

hxxp[:]//93[.]1123[.]85[.]46[:]15666;

hxxp[:]//93][.]123[.]85[.]46[:]80.

Taxske  HeOOGXOAMMO  OCYIIECTBUTH  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNI) ITyTeM
BHeCeHUsI B IIpaBMUJIa KOppessiiiuy COObITUI MHAMKATOpa KoMIpoMeTtaryu (sha256)
4eab1725873¢1475060db3de60742052145a86997d34088fc6ab5b9089b71701.

6. Xakepckon rpynmupoBkoii Head Mare (Rainbow Hyena), HaliesieHHOM
Ha OpraHbl rOCyapCTBEHHON BJIACTU U CyObeKTbl KPUTHUECKOM MHGOPMAaIllMOHHOM
UHGpacTpyKTyphl Poccuiickonn @Pemepauny, OCYIIECTBISIOTCS GUIIMHTOBBIE
pacChUIKM  JIeKTPOHHBIX MUCEeM, BO BJIO)KEHUSIX KOTOPBIX  COAEPIKUTCS
BPEeIOHOCHBIM apxXuB ¢ HauMeHoBaHueM «Doc.zip». BHyTpu yKasaHHOro apxmBa
cofepXXarcsd OOKyMeHT-TIpMMaHKa ¢ HauMeHOBaHUeM «KOHTakTHble JaHHble OJIsI
oratel.pdf» M BpemoHocHble aiibl ¢ HauMeHoBaHUSIMM «CIMCOK TOBapoOB U
yeayr.pdf.nk» u  «Cuer-dakrypa.pdf.lnk». Ilocse 3amycka Iosb3oBaTe/leM
YKa3aHHBIX BPEJOHOCHBIX (alIOB OCYIIECTB/SIETCS 3arpyska ¥ BHeOpeHMUe
BPELOHOCHOTO MporpaMMHOro obecrieyenus tuna «6skgop» (PhantomCore).

Iy npegoTBpallieHMs] peajusalMyM yYrpo3 6e30MacHOCTU MHQoOpMaluu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO YKa3aHHOM XaKepCKOM TPYIIMPOBKU IO
(PUIIMHTOBBIM pacchljikaM, HEOOXOAMMO peain30BaTh Mephl 3allUThl, YKa3aHHbIE B
nyHnkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo obecrneunTb Ha YPOBHE CEeTeBbIX CPEACTB 3aIlUThI
MHGOpMaLNK OrpaHNYeHNe o6pallleHNni K CJIeAYIOIMM afgpecaM, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CIMCKaM:

hxxps[:]//city- hxxps[:]/filetransfer[.]io/data-
tuning].]ru/collection/srvhost|.]exe; package/AiveGg6u/download;
hxxp[:]/45[.]10[.]247[.]152/init; hxxp[:]/45[.]10[.]247[.]152/check;
hxxp[:]//45[.]10[.]247[.]152/connect; hxxp[:1/45[.]10[.]247[.]152/command,
hxxp[:]//185].]80[.]91].]84/command; hxxp[:]//185[.]80[.]91].]84/connect;
hxxp[:]/185[.180[.]91[.]84/check; hxxp[:]//185[.]80[.]91[.]84/init;
hxxp[:]/45[.187[.]245[.]53/init; hxxp[:]/45[.]87[.]245[.]53/check;
hxxp[:]//45[.]187[.]245].]53/connect; hxxp[:]//45[.]187[.]245].]53/command.

Taxske  HeoOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IpPaBWJI  CHCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNMN) ITyTeM
BHECEHMsS] B TpaBWja KOppeasIluyu COOBITUM CJAEOYIOIIMX WHAWKATOPOB
KommpoMmetaiuu (sha256):
6ac2d57d066ef791b906c3b4c6b5e5¢54081d6657af459115ebb6abb1a9d1085d;
0f578e437f5c09fb81059f4b5e6ee0b93cfcOcdf8b31a29abc8396b6137d10c3;
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dd49fd0e614ac3f6f89bae7b7abaa9%cdab3b338d2a8d11alla774ecc9d287d6f;
57848d222cfbf05309d7684123128f9a2bffd173f48aa3217590f79612f4c773;
4b62da75898d1f685b675e7cbaec24472eb7162474d2fd66f3678fb86322ef0a;
44b1f97el1bbdd56afeblefd477aa4e0ecaa79645032e44c7783f997f377d749f;
2dccb526de9al7a07e39bdedc54fbd66288277f05fb45¢7cba56f88df00e86a7;
1a2d1654d8ff10f200c47015d96d2fcb1d4d40ee027beb55bb46199¢11b810cc;
8aad7f80f0120d1455320489ff1f807222c02c8703bd46250dd7¢c3868164ab70;
9df6afb2afbd903289f3b4794be4768214¢223a3024a90f954ae6d2bb093bea3.

7. Xaxkepckoy rpynnupoBkoi Rare Werewolf, HallejleHHOM Ha oOprasHbl
roCcygapCTBEHHOM BJACTM M  CyObBEKTbl KPUTUMUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @enmepauyy, OCYIIECTBISIOTCS GUIIMHTOBBIE
pacChUIKM 2JIEKTPOHHBIX MUCEM OT Jinilla MMHUCTEpPCTBA MPOMBIIIJIEHHOCTU U
tToproBym Poccuiickon ®@epepaunn. Bo B/IOsKeHUSIX YKa3aHHBIX MUCEM COAEPKUTCS
BPeIOHOCHBIM MCHOJHSIeMbIl dain ¢ HaumeHoBaHueM «I[lucemo B MHTI u
LIPIT_(dain orobpaskeHus)», Iocjae 3allycka KOTOPOI'O  OCYIIECTBJISIETCS
IeMOHCTpalysl IOKyMeHTa-TIpUMaHKM, 3arpyska ¥ BHeApeHUe JIerMTUMHOIO
ImporpaMMHOro obecreuenus «AnyDesk».

g mpedoTBpallleHUs] peajusalyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO YKa3aHHOM XaKepCKOM TPYINIMPOBKU IO
(GUILMHIOBBIM pacchl/ikaM, HeOO6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo OCYILIECTBUTb HACTPOMKY IPaBUJI CHUCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUMI) ITyTeM
BHECEHMsS] B TIpaBWja KOppeasIluyu COOBITUM CJAEOYIOIIMX WHANKATOPOB
KommpoMmetaiuu (sha256):
dca379399328aa76daa%afel 109eb393e1353e83f756811b26d6508ef23a34fd;
6d0ee86f30393751eea9df49c¢307f9¢91f4b0b72862a9f09ff9a6b5f91441e8a.

8. Xakepckonu rpynnupoBkor Cloud Werewolf, HalleJleHHOM Ha oOpraHbl
roCygapCTBEHHOM BJACTM W  CyObEKTbl KPUTUUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauyy, OCYIIECTBISIOTCS GUIIMHTOBbIE
PaCChUIKM 3JIEKTPOHHBIX MMCEM OT JIMIA OpraHM3alyi, BeIyIIuX AesITeJbHOCTb B
chepe cBsi3u U MHGOPMAILMOHHBIX TEXHOJIOTMI. BO B/IOKeHUSIX YKa3aHHbIX MUCEM
COOEep>KUTCS BPENOHOCHBIM  aijl, 3aMacKMPOBaHHBINM IO  OGUIMAIbHbIN
mokyMeHT. ITocie 3amycka IOJIb30BaTe/ieM yKa3aHHOTO ¢aiyia OCYIIeCTBIISIETCS
IleMOHCTpalLysl TOKYMeHTa-MPUMaHKy ¥ BHeJpeHle BpeJOHOCHOr0 IpOorpaMMHOrO
obecrieuenus tuna «63xgop» (PowerShower) B 1iesieByto cucremy.

I mnpedoTBpallleHUs] peajus3aluu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C [1eATe/IbHOCTbIO XaKepCKUX TPYNIUPOBOK IO (PUIIMHTOBBIM
pacchliKaM, HEOOXOUMO peajn30BaTh Mephl 3alliUThl, YKa3aHHble B MyHKTax 1.1-
1.5. O6ecneunTh Ha YpPOBHE CETEBbIX CPEACTB 3allUThl MHGOPMALIMYM OrpaHUUEeHNe
o6pallleH!i K cJIegyIoMM agpecaM, UCIIOIb3Ys CXeMY JOCTYIIa M0 «YePHbIM» MU
«benbIM» COUCKaM:

mehafon[.]com,;

mirconnect|.]info;

jhsdshdkajdhgfyhsfhjshh][.]cfd;



web-whatapp|.|net;

79[.]143][.]187[.]1233;

188][.]127].]235].]216;

185[.]99[.]2].]168;

176[.]1124[.]133].]86;

80[.]85[.]153].]195;

hxxps][:]//officeconfirm|.]technoguides].]org/icm-string-studio-in-recital/;

hxxps[:]//officeconfirm|[.]technoguides|.]org/icm-string-studio-in-
recital/asecretory;
hxxp|:]//officeconfirm].]technoguides|.]org/icm-string-studio-in-recital/;
hxxps[:]//officeconfirm][.]technoguides|.]org/pl/;
hxxps|:]//officeconfirm[.]technoguides|.]org/pl/5-glutamina/;
hxxps|:]//officeconfirm[.|technoguides|.]org/pl/5-glutamina/pluricarinate.

OcylllecTBUTb HACTPOMKY MpaBUJ CUCTEMbl MOHUTOPUHIA COOBITUMA
MHMOpMalLOHHOM 6e30macHOCTU (MpMU ee HAIUYMM) MyTeM BHECEHUS] B MpaBuUJia
KOppeJSIIUM COOBITUN CAeAYIONIX WHANMKATOPOB KoMIpoMeTaryy (sha256):
e09f90563be00fc947a80bb1902a1b05c9%e%2a8c86d01a34204717d68eb1684f;
€985309140500090ad457c4e380b461b7548cf837ddd45415edd4653e2ef50b2;
€91df17051b16bde97e7dec66a67025d2905612ccObc5e3bc6b93493edf43d70;
9e838d7ad444130873a8¢c171d204283eb23ce9c2c5e3eb9d604848ef4401d71d;
89d56295bc85713342a6916587d3cabbe01934b97f5fdf1cf895d1bedald73bf;
650409dc7babe4565e7ba598d9a21fa422cdc0404ab188d368faced929d634cf;
8521d257295396a487dc0d7ccbeed25c05dcc12944e7f1addb06b57412676bf6;
bf6cfd89f09e0a28ec76bale2610c7fed149c4b94fa59f0a5a07f989fc7faadl;
27f77e73e1blcel2b098362019266f5acb64f4bc34752cale3a16229880d300d,;
b52233e2f3e885928834aaf1a8df86ec8e741fba2de5fedb31d1ed86768aeb4b;
b8f06954357e6ad1524d13d3c9ee6b495bed7e3b04acac8694d2f2408c201278;
11b3ca9969c8eb06b28048972706863606ddf73b408df26fd1e226c2ad9f91df.

9. Xaxkepckumu IpYIIIUPOBKaMU, HalleJIeHHBIMU Ha OpraHbI
rOCyJapCTBEHHOM BJAaCTM U  CYOBEKTbl KPUTUUECKOWM MHGOOPMALMOHHOU
nHbpacTpyKTypbl Poccuiickoin @epepanuu, OCYyIIECTBISETCS paclpocTpaHeHue
BPELOHOCHOTO TMporpaMMHoro obecneuenuss tuna «pytkur» (PUMAKIT).
VKkaszaHHOe BpeJOHOCHOe IIPOrpaMMHoe obecrieyeHye NpeJHasHauyeHo AJ1s1 CUCTEM,
GYHKUMOHUPYIOIIUX TOA, yIIpaBjeHUeM ollepalyIOHHbIX cucteM Linux, 1 nosBoJsier
3JIOyMBbIIIJICHHVKAM  IOBBICUTb ~ CBOM  IpUBWIErMM  [JI1  TOJyYeHUS
HeCaHKLMOHMUPOBAHHOTO JOCTYMA K 1|eJIeBOM CUCTEME.

I npepoTBpallleHusl peanusalyy yrpos 0Oe30macHOCTM MHGPOpMaLuH,
CBSI3aHHBIX C YKa3aHHOWM AesTeNbHOCTbIO XaKePCKUX TPYNIUPOBOK, HEOOXOAMUMO
obecrieynTb Ha YPOBHE CETeBbIX CPeACTB 3alUTbl MHQOpMaLuu OrpaHUYeHNUe
obpallleHu! K caeAyIolUM apecaM, UCIO/b3ysl CXeMY JOCTYIa MO «4ePHBIM» UJIU
«6eJibIM» CIUCKaM:

sec[.]opsecurityl][.]art;

rhel[.]opsecurity1].]art;

89[.]23].]113].]204.



10

Heo6xomumMo ocCyIiiecTBUTb HACTPOMKY IMpPaBWJI CUCTEMbl MOHUTOPWHTA
cOo6BITUI MHMOpPMaIIMOHHON 6e30macHOCTH (TIpU ee HaAU4yuM) MyTeM BHECEeHUS B
NpaBujia KOppeJsiuuyM COOBITMM CJeAYyIOIMMX MHAMKATOPOB KOMIIpOMeTalun
(sha256):
30b26707d5fb407ef39ebee37ded7edeea2890fb5eclebfa09a3b3edfc80dblf;
cb070cc9223445113¢3217f05ef852930f626d3feaaea54d8585aaed3c2b3cfe;
934955f0411538eebb24694982f546907f3c6df8534d6019b7ff165c4d104136;
8ef63f9333104ab293%eef5f34701669322f1c07c0e44973d688be39c94986e27;
8ad422f5f3d0409747ablac6a0919b1fa8d83c3da43564a685ae4044d0aleal3;
bbf0fd636195d51fb5f21596d406b92f9e3d05cd85f7cd663221d7d3da8af804;
bc9193c2a8ee47801f5f44beae51ab37a652fda02cd32d01f8e88bb793172491;
laab475fb8ad4a7f94a7aa2b17c769d6ae04b977d984c4e842a61fb12ea99f58.

Kpome Toro, B 1enisgx oGHapy>KeHMsI BPeJOHOCHOM aKTMBHOCTU IIPOBECTH
CKaHUPOBaHME C UCIIOJIb30BaHUEM CePTUMULIMPOBAHHBIX aHTUBUPYCHBIX CpPeACTB
3allUTHI.

10. Xakepckumu rpyINNMUpPOBKAMU, HalleJIeHHbIMM Ha OpraHbl
roCygapCTBEHHOM BJIACTM W  CyObBEKTbl KPUTUMUYECKOM MHGOPMAIMOHHOM
UHGpacTpyKTyphl Poccuiickonn Pemepanuu, OCYIIECTBISIETCS paclpocTpaHeHue
BPELOHOCHOTO MporpaMMHOro obdecrnieuenus tuna «6skgop» (PowerStalin). ITocne
3allycka YKa3aHHOI'0 BPEeJOHOCHOrO MpPOrpaMMHOro obecredyeHus: MPOUCXOIUT
BbINIOJIHEHME KOMaHJ 060j0uku clieHapueB «PowerShell» pas mnosydeHust
3JIOYMBIIIJIEHHMKAMI HECAaHKIMOHMPOBAHHOI'O AOCTYIIA K IeJIeBOM CUCTEME.

I mnpedoTBpallleHUs] peajusalyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C YKa3aHHOM JeSITeNbHOCTBIO XaKepPCKUX TPYINMMPOBOK, HEOOXOIAMMO
OCYILIECTBUTb  HACTPOMKY  MpaBWJ  CHCTEeMbl  MOHMTOPUMHTA  COOBITHUN
MH(pOPMALIMOHHON 6e30mMacHOCTU (MIpU ee HaJIUUMM) IyTeM BHeCeHMs B MpaBMJIa
KOppEeJSIIUK COOBITUN CAeAYIONIX WHANMKATOPOB KoMIpoMeTaryy (sha256):

b86d4dcce63e118c328f32ecel 14fb0afa5b5517f18541bead7¢390adb4dc828;

1c0e40e79017dcc7e576451 ceffa70a7ef2cf654a4cf411b2a450a0f2ac95be8;
4¢36999ff4e8f813f490967dfc500ac449a11752¢8890d29d26d6165d1fecc9c.

11. Xakepckumu rpyINNMUpOBKaAMU, HalleJIeHHbIMM Ha OpraHbl
roCyJapCTBEHHOM BJIACTM W  CyObBEKTbl KPUTUUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickonn Pemepanun, OCYIIECTBISIETCS paclpoCTpaHeHue
BPELOHOCHOTO MPOrpaMMHOI0 obecnieueHus Tuma «ctuiep» (Lumma Stealer) u ero
KOOpAMHAIMUS C UCMONIb30BaHueM UHPPacTpyKTyphl yipasiaenus (LummaCz2).

I mnpedoTBpallleHUs] peajus3aluu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C YKa3aHHOM JeSITeJbHOCTBIO XaKepPCKUX TPYINMMPOBOK, HEOOXOIVMO
obecrieunTh Ha YpPOBHE CeTeBbIX CpPEACTB 3allUTbl MHMOpPMaluM orpaHuueHUe
ob6pallleHnii K ajgpecaM, yKa3aHHbIM B IPWIOXKEHNUM, UCIIOJb3ysSd CXeMYy IOCTyIa
110 «YEPHBIM» UJIU «OeJIbIM» CIMCKaM.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNI) ITyTeM
BHECEHMsS] B TIpaBUja KOppeasaluy COOBITUI MHAMKATOPOB KOMIIpOMETAaLVN,
yYKa3aHHbIX B IPUJIOKEHUN.



11

12. Xakepckumu rpyInupoOBKaAMU, HalleJIeHHbIMM Ha OpraHbl
rocygapCTBEHHOM BJIACTM M  CyObBEKTbl KPUTUUYECKONW  MHGOPMAaIMOHHOM
UHGpacTpyKTyphl Poccuiickoin @Pemepauny, OCYIIECTBISIOTCS (GUIIMHTOBBIE
pacChbUIKM  2JIEKTPOHHBIX  IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BpeIOHOCHBINM Galijl, 3aMacKMpOBaHHbIM MoA, OGUIIMAJIbHBIM OOKyMeHT. [locie
3aITyCcKa YKa3aHHOro ¢aiia OCYILEeCTBISIeTCS 3arpy3kKa ¥ BHeApeHye BpeJOHOCHOTO
MporpaMMHOro obGecriedueHus Tumna «keiusorrep» (Nova), KoTopoe SIBJSIETCS
yCOBEpIIEeHCTBOBAHHbBIM BapMaHTOM «KelJiorrepa» Snake Keylogger,
YIOMMHAaBIIMMCSI paHee B OIOJIJIETEeHSIX.

I mnpedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C JIeSITeJIbHOCTbIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(OUILMHTOBBIM pacchl/ikaM, He0O6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo obecrneunTbh Ha YPOBHE CETEBbIX CPEICTB 3allUThl
MHGOpMaLMK OrpaHnyeHye obpalleHni K cIegyIoeMy aapecy, UCIONb3ysI CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CIMCKaM:

hxxps[:]//api|.]telegram|.]org/bot7479124552[:]AAELHY VLYxHEQdxzK-
H17KRix-YKXifzKCl/sendDocument.

Taxske  HeoOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWI  CHCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUMI) ITyTeM
BHECEHMsS] B TpaBWja KOppeasauyu COOBITUM CJAeAYIOIIMX MWHAWKATOPOB
KommpoMetaiuu (sha256):
afbldae7a6f2396c3d136e60144b02dd03¢59ab10704918185d12ef8c6d7ec93;
66dbb9c8deadea9f848b1b55405738d8a65a733c804f1444533607c20584643e.

13. Xakepckoy rpynnupoBkoi Stone Wolf, Hale/lleHHOM Ha OpraHbl
roCcygapCTBEHHOM BJACTM W  CyObEKTbl KPUTHMUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauyy, OCYIIECTBISIOTCS GUIIMHTOBbIE
pacChbUIKM  9JIEKTPOHHBIX IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BPEeIOHOCHBIM aiijl, 3aMaCKMPOBAHHBIM IIO[ [OOKYMEHT C HauMeHOBaHUEM
«Scan_Kartochka A-Automation.pdf». Ilocie 3ammycka noJjib3oBaTesieM yKa3aHHOI'O
BpeIOHOCHOro aiyla OCYIIeCTBJSIeTCS TeMOHCTpalus IOKyMeHTa-IPUMaHKHU,
3arpysKa " BHeZ[peHle BpeJOHOCHOIO ITPOrpaMMHOI0 obecrieueHust TUIa «63Kaop»
(BrockenDoor).

I npedoTBpallleHUs] peajusaluu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C JIeSITeJIbHOCTBIO  YKa3aHHOM XaKepCKOM TPYININMPOBKU IO
(OUILMHTOBBIM pacchl/ikaM, HeOOXOAMMO peajn30BaTh Mepbl 3alllUThbl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumMo 0b6ecreunTh Ha YPOBHE CETeBbIX CPE/ICTB 3allUThl
MHGOpMaLNK OrpaHNYeHNe o6pallleHNni K CJIeAYIOMM agpecam, UCIIOIb3YsI CXeMY
JOCTYIIA 110 «YePHBIM» WU «OeIbIM» CIMCKaM:

193].]124].]33[.]184;

hxxp[:]//193[.]124[.]33][.]184[:]443/x.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HAJIMUMI) ITyTeM
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BHECEHMsS] B TpaBWja KOppeasIluyu COOBITUM CAEOYIOIIMX WHANMKATOPOB
KommpoMmetaiuu (sha256):
6d903f8b7abb2c19d972b9b5bb6543b247ea811889cf2d8c1ff16dd0685248e4;
f970c663143eb0e4a29a90e56fa800528ffcd5f6b97e3eef2a04a9cd1£835ddf;
cf5d1120ab7e7db31ac4432b5¢9a91083df7881b91faa47950db4430e97cd2f0;
bec4938eee3664c66a5b1e05f8398c439360fb66d1f72b4c5a7cd2633d8cef3e.

14. Xaxkepckoy rpynmupoBkoi Rare Werewolf, HalleJleHHOM Ha OpraHbl
roCcygapCTBEHHOM BJACTM M  CyObBEKTbl KPUTUMUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @enmepauyy, OCYIIECTBISIOTCS GUIIMHTOBbIE
pacChbUIKM  9JIEKTPOHHBIX  IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BpelJOHOCHBIM  ¢ain ¢  HauMeHoBaHueM  «2024.06.13. N° MUP-53-24.
I'enepanbHomy aupektopy. 27 mkosa. Ilo coucky OIIK.pdf». Ilocne 3amycka
yKasaHHOro aijla OCYIIeCTBJSIeTCS OeMOHCTpalus AOKYMeHTa-IpUMaHKH,
3arpysKa M BHepeHMe JIETUTUMHOI'O IIpOrpaMMHOro obecrieueHus /151 yaaJeHHOTro
ympasJieHus cuctemon « AnyDesk».

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO YKa3aHHOM XaKepCKOM TPYINIMPOBKU IO
(OUILMHTOBBIM pacchliikaM, He0O6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo OCYILIECTBUTb HACTPOMKY IPaBUJI CHUCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUMI) ITyTeM
BHeCeHUsI B IIpaBMUJIa KOppessiliuy COObITUI MHAMKATOpa KoMnpoMeTtaryu (sha256)
773d9¢788¢c11d6181d5fda031cde49dafb6441c8a9bef43fd670c56eeaaal8aa.

15. Xakepckoni rpymnnupoBkoi Sticky Werewolf, HalleleHHOM Ha OpraHbl
roCcygapCTBEHHOM BJIACTM W  CyObBEKTbl KPUTUUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @enmepauny, OCYIIECTBISIOTCS GUIIMHTOBbIE
pPacChbUIKU 3JIeKTPOHHBIX NucemM oT guiia MB/I Poccun. Bo BiioskeHMsIX yKa3aHHBIX
MUCeM  COOEpXKUTCS  OOKYMEHT-TIpMMaHKa C  HauMeHOBaHMeM  «3ampoc
npoBaiiaep.docx» U BpedOHOCHBIN apXuB ¢ HauMeHoBaHueM «Cmucoxk IP agpecos,
JaTa ¥ BpeMs 3axoda B uHTepHeT.pdf.rar». BHyTpu yKazaHHOTO apXUBa COJEP;KUTCS
MCIIOJIHSIEMbIN GalJl ¢ pacliMpeHHeM «.exe», IIocje 3aIlycKa I10JIb30BaTeeM
KOTOPOTrO OCYIECTBJSIETCS AeMOHCTpalMsl JOKYMeHTa-IPUMaHKM U BbIIIOJIHEHNE
KOMaHJ, obosiouku cieHapueB «PowerShell», 3arpykamommx M BHeApSIOIIMX B
LleJIeEBYIO CUCTEMY BpeJOHOCHOe IIporpaMMHOe obeclrieueHue TUIla <TPOSTH
yzaneHHoro gocrymna» (Ozone RAT).

I mnpedoTBpallleHUs] peajus3aluu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C JIeSITeJIbHOCTBIO YKa3aHHOM XaKepCKOM TPYIIMPOBKU IO
(OUILMHTOBBIM pacchl/ikaM, HeOOXOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo obecrneunTb Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNy OorpaHNYeHNe o6pallleHNni K CJIeAYIOMM afgpecam, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CITMCKaM:

45[.]155].]249][.]126;

84[.]22[.]195].]72;

hxxps|:]//bitbucket|.]org/fgdfgre/fwgfqw/downloads/kfmFhra].]txt;
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hxxps|[:]//bitbucket|.]org/adssgfdsg/testing/downloads/img_test[.]jpg?14441
7.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNI) ITyTeM
BHECEHUsS] B TpaBWja KOppeasIluyu COOBITUM CAEOYIOIIMX MHANKATOPOB
KommpoMetaiuu (sha256):
3e08efa825¢583d91eae43da6b8a599b1a9238ff47a184a94946a982c5d724f3;
£50a9ddf3d452687b10734c96aac362ad4ddeaf3fa52408628b59a87d9b67850;
9318e4d6a93e0a9b3f4d9d6311eab3d24be30ea9f1c968c4c0d4d966d3f8a390;
f6108824b1fe0c2f1483611db89ed968a3f339475ffd20eeda87e978c796e955;
3eca76737c6aee34b4c38845fdel3bceed23a31d39e958893a44f42380ff84d5;
5bfd261ad68a4c0ac564ebc787598d98403481e709ea80a824097ea7c0b430(7;
1fb6670d1f96d83c02eb08fdd3a5683d302513¢f3982878a92a12acd63540f30;
6851¢7a0db960f5¢c3d81cb20b261256377f819a24897a1f8e55282cbd0a5499b;
6a45a3330843c11ce549¢55b393fdc28cc0072b24cc74f322f5932291094db16.

16. Xakepckoy rpynmmpoBkon Sticky Werewolf, HalleJleHHOM Ha OpraHbI
roCygapCTBEHHOM BJIACTM W  CyObBEKTbl KPUTUMUYECKOM MHGOPMAIMOHHOM
UHGpacTpyKTyphl Poccuiickonn @Pemepauny, OCYIIECTBISIOTCS GUIIMHTOBBIE
pPacChUIKM 9JIEKTPOHHBIX MUCEM OT Jinilla MMHUCTEpPCTBA MPOMBIIIJIEHHOCTU U
tToproBym Poccuiickon ®@epepaunn. Bo B/IOsKeHUSIX YKa3aHHBIX MMCEM COAEPKUTCS
BpPeIOHOCHBIN MCMOJIHIEMbIN Gail ¢ HauMeHoBaHMueM «JlosroBast Harpyska.exe»,
3aMacKMpPOBaHHbBIN TOJ JIETUTUMHBIN AOKYMeHT. [Tocsie 3aImycka IoJib30BaTe/eM
YKa3aHHOTO MCIIOJHSIEMOro aiijia OCYIIeCcTB/SIETCS AeMOHCTpalus OOKyMeHTa-
NpUMaHKM, 3arpy3ka M BHeApeHMe BpedOHOCHOrO IPOrpaMMHOro obecreueHus
TUIIA «TPOSH yaaneHHoro gocrymna» (QuasarRAT).

I mpedoTBpallleHUs] peajus3aluu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO  YKa3aHHOM XaKepCKOM TPYIIMPOBKU IO
(GUILMHIOBBIM pacchl/ikaM, HeOO6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHnkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo obecrneunTh Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNY OrpaHNYeHNe o6pallleHN!i K CJIeAYIOIMM afgpecaM, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHBIM» WU «OeIbIM» CITMCKaM:

crostech[.]ru;

5[.]8[.]11].]91;

hxxp[:]//5[.]8[.]11[.]91]:]4782.

Taxske  HeOOGXOAMMO  OCYIIECTBUTH  HACTPOMKY  IpPaBWI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (IIpU ee HaJIMUNI) ITyTeM
BHECEHMsS] B TIpaBWja KOppeasIluyu COOBITUM CAEAYIOIIMX WHANKATOPOB
KommpoMetaiuu (sha256):
258976daa25d6ca2675764e€995d4ca48ccf262a7cb9520cccc5c4c4c698ff163;
d444ec105e426dbal9db51164d2912b33b8f7c0ff5cb6c6f6318331505dec7d5;
54d0fd3d916875¢85327066b22bb0dcfb86fa77e0971cf5db2b701ebala%ec32.

17. Xakepckoy rpynnupoBkoii Rainbow Hyena, HalieseHHON Ha oOpraHbl
rocygapCTBEHHOM BJACTM W  CyObEKTbl KPUTUMUYECKONW MHGOPMAIMOHHOM
UHGpacTpyKTyphl Poccuiickoin @Pemepauny, OCYIIECTBASIOTCS GUIIMHTOBBIE
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pacChb/IKM  JIEKTPOHHBIX  IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BPEeIOHOCHBIM apxXuB ¢ HauMeHoBaHueM «Doc.zip». BHyTpu yKasaHHOro apxmBa
comepskaTcsl Galibl, 3aMacKMpoOBaHHble IOfA (GWHAHCOBBIE ¥ IOPUANYECKHE
IOKYMEHTbI, IIocje 3alycka MoJb30BaTeJeM  KOTOPbhIX  OCYIIECTBJISIeTCs
IeMOHCTpalysl OOKyMeHTa-TIpMMaHKu, 3arpyska M BHeJpeHUe BpegoHOCHOTrO
MpOrpaMMHOro obecrneueHus tuia «3arpysuuk» (PhantomDL).

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C JIeSITeJIbHOCTBIO  YKa3aHHOM XaKepCKOM TPYINIMPOBKU IO
(OUILMHTOBBIM pacchliikaM, He0O6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumMo ob6ecrneunTb Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNK OrpaHNYeHNe o6pallleHNni K CJIeAYIOMM afgpecaM, UCIIOIb3ys CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CITMCKaM:

45[.]187[.]246[.]157;

hxxp[:]//45[.187[.]246[.]157/command;

hxxpl[:]//45[.187[.]246[.]1157/check;

hxxp[:]//45[.187[.]246[.]157/init;

hxxp[:]//45[.187[.]246[.]157/connect.

Taxske  HeoOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWI  CHCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUMI) ITyTeM
BHECEHMsS] B TpaBWja KOppeasauyu COOBITUM CJAeAYIOIIMX MWHAWKATOPOB
KommpoMetaiuu (sha256):
0f578e437f5c09fb81059f4b5e6ee0b93cfcOcdf8b31a29abc8396b6137d10c3;
46ba5110a447746¢cf7fe2c2d62c0c20fb7cdf66930f630c8dfb8eac97fbb5bf1;
6ac2d57d066ef791b906c3b4c6b5e5¢54081d6657af459115ebb6abb1a9d1085d;
a728fa92ed923cd65833228664a7e8402f0bbbb29942da70f87cc7cflac9c71a;
6ad06573fff4fcc7cdl6c2ac3elc4635b567a89b2d6c07¢cf98930133d3f90683;
dd49fd0e614ac3f6f89bae7b7abaa9cdab3b338d2a8d11all1a774ecc9d287d6f;
25a308fd1d37d7af4bd0c47aa5368228ddd3el1dd682c030a9e3c958d32¢15c0d;
70a3a64911¢9ddc01562d1b39a359e5800ac9a59b7d9e94d1a54d5¢cal2809b09.

18. Xaxkepckoy rpynmupoBkoi Cloud Werewolf, HalleJleHHOM Ha OpraHbI
roCyJapCTBEHHOM BJIACTM W  CyObBEKTbl KPUTUUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauyy, OCYIIECTBISIOTCS GUIIMHTOBBIE
pacChb/IKM  2JIEKTPOHHBIX  IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
3aMacCKMpPOBaHHbBINM I10J OMUIMAJIbHBIM JOKYMEHT BpedoHOcHbI daia. Ilocre
3aITyCcKa YKa3aHHOTO ¢aiia OCYIIeCTBIISIETCS SKCILTyaTalus YI3BUMOCTHU pegaKkTopa
MaTeMaTu4eckux ¢GopmMyJl U YpaBHEeHMI TeKCTOBOro pemakropa Microsoft Word,
nakera nporpamMmm Microsoft Office M mnakera obecrnedyeHUs] COBMECTUMOCTU
Microsoft Office Compatibility Pack (BDU:2018-00246, ypoBeHb OIacHOCTU MO
CVSS 3.0 - BbICOKMIf), a TakKKe BHeApeHMe BPEJOHOCHOTO IMpPOrpaMMHOTO
obecnieuenus tuna «6sxgop» (VBShower, VBCloud, PowerShower).

I mnpedoTBpallleHUs] peajusalyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C [1eATe/IbHOCTbIO XaKepCKUX TPYNIUPOBOK IO (PUIIMHTOBBIM
pacchliKaM, HEOOXOMMO peajn30BaTh Mephl 3alliUThl, YKa3aHHble B MyHKTax 1.1-
1.5. O6ecneunTh Ha YpPOBHE CETEBbIX CPEACTB 3allUThl MHGOPMALIMY OrpaHUUEeHNe
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o6pallleHni K cJIegyIoMM agpecaM, UCIIOIb3Ys CXeMY JOCTYIIa 10 «YePHbIM» UJIU
«bBesibiIM» CIMUCKaM, YKa3aHHbIX B IIPUWIOXKEHUM K HACTOSIIEMY MM1UCbMY.

B nensx npegoTBpallleHMs BOSMOYKHOCTH SKCIUTyaTalii JaHHOM YSI3BUMOCTH
peKOMeHAyeTCsl YCTAaHOBUTh OOHOBJIEHME IPOrpaMMHOTO obecreueHus] B
cooTBeTCcTBUM ¢ MeToauKkou TectTupoBanus U Metoaukon orjeHku @CTIOK Poccun.

OcymecTBUTh HACTPOMKY IIpaBMJI CHUCTEMbl MOHUTOPUHIA COOBITUM
MHGpOPMaLIMOHHON 6e30mMacHOCTU (MIpU ee HaJIMUMM) MyTeM BHeCeHMs B MpaBMJia
KOppessIyU COOBITUIM CJIeAYIOINX MHAMKATOPOB KOMITPOMETAIlMM, YKa3aHHbIX B
MIPUJIOKEHUM K HACTOSIIEMY MMUCbMY.

19. Xakepckoy rpynnupoBkor Cyber Anarchy Squad, HaleJeHHOM Ha
opraHbl T'OCyJapCTBEHHOM BJIACTM M CYOBEKTbl KPUTUYECKON MHGOPMAaIMOHHOM
MHGpacTpyKTyphl Poccuiickon ®emepanyy, OCYIIECTB/ISIIOTCS aTakKy Ha CeTeBbIe
pecypchl uepes 3KCITyaTaluIo YI3BUMBIX CEPBUCOB (Hampumep, Jira, Confluence u
Microsoft SQL), mocrynnbix us cetu «MHTepHeT». [Ins 3akpernsieHus B IieJeBbIX
CUCTeMax 3JIOYMbIIIJIEHHMKM BHEAPSIIOT BpelOHOCHOe MporpaMMHOe obecrieueHue
TUIA «TPOsH yaaneHHoro goctymna» (Revenge RAT u Spark RAT).

g mpedoTBpallleHUs] peajusalyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C OEeSITeJbHOCTbIO YKa3aHHOM XaKepCKOM TI'PYHIIMPOBKU, HEOOXOOVMO
obecreunTh Ha YpPOBHE CeTeBbIX CpPEACTB 3allUThbl MHMOpPMaLuM orpaHuUueHUe
o6pallleHni K cJIegyIoMM afgpecaM, UCIIOIb3Ys CXeMY JOCTYIIa 10 «YePHbIM» UJIU
«benbIM» CIOUCKaM:

194[.]36][.]188][.]94; 185[.]117].]75[.]3-

Kpome Toro, Heo6xoaumo OCYILIECTBUTb HACTPOMKY IPaBUJI CHUCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HAJIMUNI) ITyTeM
BHECEHMsS] B TIpaBWja KOppeasIluyu COOBITUM CJAEOYIOIIMX WHANKATOPOB
KommpoMeralmu (md5):

fc3a8eabd07a221b478a4ddd77ddce43;

48210ca2408dc76815ad1b7c01cla2la;

8c70377554b291d4a231¢f113398c00d;
23b873bb66dc09e91127e20825b6cbc7;
bcec17275114c6a87d8b7110aecec5cc;
6cbc93b041165d59ea5ded0c5f377171;
1fcd4f83bf6414d79d5f29ad1e795b3d.

20. XakepcKumMu rpyINMUpPOBKAMU, HalleJIeHHbIMU Ha OpraHbl
roCyJapCTBEHHOM BJACTM W  CyObEKTbl KPUTUUYECKONW MHGOPMAIMOHHOM
MHGpacTpyKTyphl Poccuiickon @emepanyu, OCYIIECTBASIOTCS aTakKM ITyTEM
9KCIUTyaTalluu YSI3BMMOCTU cepBepa [IJis yhpaBjeHus ImporpamMmamu Fortinet
FortiClient Enterprise Management Server (EMS), cBs3aHHas ¢ HENMPUHATHEM Mep
o 3ammre cTpyKTyphl 3anpoca SQL (BDU:2024-02008, ypoBeHb ONacHOCTU MO
CVSS 3.0 - xputuueckuii). Ilocne mosiydyeHMs OOCTyMma K MHGPPACTPYKType
3JIOYMBIIIJIEHHUKY  OCYILECTB/SIIOT YCTAHOBKY JIETUTMMHOI'O MpPOrpaMMHOIO
obecrieueHus 4151 yaajieHHOro gocryna (Hanpumep, AnyDesk, ScreenConnect).

I mnpedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C YKa3aHHOM JeSTeJbHOCTBIO XaKepPCKUX TPYINMPOBOK, HEOOXOIVMO
obecrieunTh Ha YpPOBHE CeTeBbIX CpPEACTB 3allUThbl MHMOpPMaLuM orpaHuUueHUe
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o6pallleHni K cJIegyIoMM agpecaM, UCIIOIb3Ys CXeMY JOCTYIIa 10 «YePHbIM» UJIU
«bBesibiIM» CIMUCKaM, YKa3aHHbIX B IIPUWIOXKEHUM K HACTOSIIEMY MM1UCbMY.

Kpome Toro, Heo6xoaumo OCYILIECTBUTb HACTPOWKY IMPaBUJI CHUCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNI) ITyTeM
BHECEHUsS] B TpaBWja KOppeasIluyu COOBITUM CAEOYIOIIMX MHANKATOPOB
KoMmrpomeTtauuu (shal):

746710470586076bb0757e0b3875de9¢c90202be2;

bc29888042d03fe0ffb57fc116585992a4fdb9b;

73£8e5c17b49b9f2703fed59cc2be77239e904f7;
841fff3a36d82c14b044da26967eb2a8f61175a8;
cf1cabc7f818e72454¢923fea7824a8f6930cb08;
e3bbea8c46fa831cec6f235a5cf48b38a4ae8d69;
75ebd5bab5e2707d4533579a34d983b65af5ec7f;
44b83dd83d189f19e54700a288035be8aa7c8672;
8834f7ab3d4aa5fb14d851¢c7790e1a6812ea4ca8.

B nesnsx nmpegoTBpallleHus BOSMOYKHOCTH SKCIUTyaTalyi JaHHOM YSI3BUMOCTH
peKOMeHAyeTCsI YCTAaHOBUTh OOHOBJIEHME IPOrpaMMHOTO obecreueHus] B
cooTBeTCcTBUM ¢ MeToauKkou TectTupoBanus U Metoaukon orjeHku @CTIK Poccun.

21. Xakepckoyu rpynnupoBkor  Masque, Hale/JieHHOM Ha  OpraHbl
roCygapCTBEHHOM BJACTM W CyObeKTbl KPUTUUYECKONW MHGOPMalMOHHOM
uHGpacTpyKTypbl Poccuiickoit Penepauyn, oCcyIieCTBIASIOTCS aTakKy Ha MYyOGJIMUHO
IOCTYIHbIEe CEepBUChl Uepe3 SKCIUTyaTalMio YSI3BMMOCTM KomIioHeHTa JNDI
6UOIMOTEKN Ky pHaIMpoBaHus Java-nporpamm Apache Log4j2 (BDU:2021-05969,
ypoBeHb omacHoctu 1o CVSS 3.0 - kpuruueckui). 3J0YMBIIIEHHUKN
YCTaHaBJIMBAIOT JIETUTUMHOE ITporpaMMHOe obeciieueHue s yaaJeHHOro JOCTyIa
(AnyDesk), 3arpykaroT ¥ BHeApSIIOT BPeJOHOCHOE MporpaMMHoe obecriedeHue
TUMOB «3arpy3unk» (MystiqueLoader) u «imdpoBanbiimk» (LockBit 3 u Babuk).

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C YKa3aHHOM AeATeIbHOCTBIO XaKepCKOM TI'PYHIMPOBKU, HEOOXOOVMO
obecreunTh Ha YpPOBHE CeTeBbIX CpPEACTB 3allUTbl MHMOpPMaLuM orpaHuueHUe
o6pallleHni K cJIegyIoMM agpecaM, UCIIOIb3Ys CXeMY JOCTYIIa 10 «YePHbIM» UJIU
«benbIM» COUCKaM:

consultant-info[.|ru;

local-system][.]online;

infobuhgalter|.]ru;

b-buhgalterial.|ru;

ms-update-cdn][.]info;

45[.]151].]62[.]110;

62[.]60[.]187[.]254;

89[.123[.]113].]172;

193].]233][.]48[.]31;

212[.]192].]14[.]54.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HAJIMUMI) ITyTeM
BHECEHUsS] B TpaBWja KOppeasIuyu COOBITUM CHAEAYIOIIMX WHAWKATOPOB
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KommpoMetaiuu (sha256):
7aecb02611f5f6ba2f180cc86df7¢c8e9636d7eb34b9256a69e¢799ba341899208,;
b63d536dfeb6a869aed0f174e0299eee07e61acdc63a6e5ded3b694ffba89168;
d474a9030cd04002de1dd676d44e6962bc5¢3d54a72d4¢305d87174495972a58,;
d7d15d9de93438bba8ea79%ebe54f03d5594f338cf9be2el22f2ba0456746fdf8;
44797383aa1969cee3fd09f0e53ed50ac6c7afbb83bbac1b825e41d1bal0bb544;
da2191203b39fda0823520a85a9ca0bb8c42c4ef5b341a929d69dfd99e971d7d,;
3bfdacd5ecf70c53beeaefbd85c90eaceca5cad787a8b61407ed4bcbbee3aefla;
ff282¢788a380bb68de2e8c9d8d2el1a7dd3b07d49fd4a965e279bbf4dd965b88;
8eddc062b68f0511dc2b28908630ae2381cfd66b78a9270f5d8e1729b30ca3b2;
763b65a4c7cf55aba8913378892¢cb0716585f502bc2695e839b493a46¢372b5e;
996e68f2fel1c8bb091f34e9bf39fd34d95c3e21508def1f54098a1874bfb825¢;
d8090f5058db31956d0503d0e4c9e16504d58623ba481715609a8ff1303d6e72;
9491075bdb1bca34dab092a357914b6e14a825¢37¢268327e1f67a7a602308ab;
92804faaab2175dc501d73e814663058¢c78c0a042675a8937266357bcfb96c50.

B nesnsx nmpegoTBpallleHus BOSMOYKHOCTH SKCIUTyaTalyi JaHHOM YSI3BUMOCTH
peKOMeHAyeTCsI YCTAaHOBUTh OOHOBJIEHME IPOrpaMMHOTO obecreueHus] B
cooTBeTCcTBUM ¢ MeToauKkou TectTupoBanus U Metoaukon orjeHku @CTIK Poccun.

22. XaKepcKuMu rpyINMpOBKAMU, HalleJIeHHbIMM Ha OpraHbl
roCygapCTBEHHOM BJACTM W CyObeKTbl KPUTUUYECKONW MHGOPMalMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauny, OCYIIECTBISIOTCS GUIIMHTOBbIE
pPacChbIIKM 3JIEKTPOHHBIX Incem oT Jmia «OOO Master Steel» ¢ TeMaTUKOU
«eMKOCTM U aBTOMaTuKa». Bo BJIOKeHUSIX YyKa3aHHBIX MUCEM COMEPKUTCS
BpeIOHOCHBIN apxuB ¢ HaumeHoBaHueM «Add 05.12.2024.rar». ApxuUB COOEpKUT
a1, Mmocsie 3arycka MoJib30BaTejeM KOTOPOro OCYIIECTBIISIETCSI TeMOHCTpaLysI
IOKYMeHTa-IpMMaHKM, 3arpy3ka M BHeApeHMe BpeldOHOCHOIo IpOrpaMMHOrO
obecrnieuenus tTumna «cruiep» (MetaStealer).

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C  JIeSITeJIbHOCTBIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(GUILMHIOBBIM pacchl/ikaM, HeOO6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo 3ab6JIOKMpPOBaTh IOJyueHHUe 3JIEKTPOHHBIX MUCEM
Cc agpeca component@smetal[.]Jru U obecrneuuTb Ha YpPOBHE CETEBLIX CPENCTB
3al0UThl MHOOpPMALMM OrpaHMYeHKe obpalleHui K CJIeaylolIyM aJpecaM,
MICIIOJIb3YS CXeMY JOCTYIA M0 «YePHBIM» MJIU «OeJIbIM» CITMCKaM:

87[.]120[.]120].]86;

hxxp[:]//87[.]120[.]120][.]86[:]1912/.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWI  CHCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNMN) ITyTeM
BHeCeHUsI B IIpaBUJIa KOppessiliuy COObITUI MHAMKATOpa KoMnpoMeTaryu (sha256)
c0af8dd2f78b56279e52ebccbce086e0c9821678fb0065%e6adb6abff923aa7dc.

23. XaKkepcKuMu rpyINMUpOBKaAMU, HalleJIeHHbIMM Ha OpraHbl
roCcygapCTBEHHOM BJACTM U  CyObBEKTbl KPUTHMUYECKOM MHGOPMAaIMOHHOM
UHGpacTpyKTyphl Poccuiickoin @Pemepauny, OCYIIECTBASIOTCS GUIIMHTOBBIE
pacChb/IKM  JIEKTPOHHBIX IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
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BPeJOHOCHbBIM apXuB C HauMeHoBaHueM «Aviasales Partnership.rar». Apxus
COOEep>KUT UCHOJHSEMbINM ¢aiiyl, Ioc/Je 3almycka II0Jb30BaTe/ieM KOTOPOTro
OCYIIECTBJISIETCS JeMOHCTpalysl OOKyMeHTa-IpUMaHKM, 3arpyska M BHeJpeHUe
BPELOHOCHOTO MporpaMmMHOro obecrieyenus tuna «crtuiep» (Rhadamanthys).

I mpedoTBpallleHUs] peajusalyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C JIeSITeJIbHOCTBIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(OUILMHTOBBIM pacchl/ikaM, HeOO6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHnkrax 1.1-1.5.

Kpome Toro, Heo6xogumMo obecrneunTb Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNy orpaHNYeHNe o6pallleHNni K CJIeAYIOMM agpecaM, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CIMCKaM:

45[.]150][.]32[.]106;

hxxps|:]//45[.]150[.]32[.]106[:]8680/eba20e054a2b3/enbpmOob].]o3duh.

Taxske  HeoOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNI) ITyTeM
BHECEHMsS] B TpaBWja KOppeasaluyu COOBITUM CAeAYIOIIMX WHAWKATOPOB
KommpoMmetaiuu (sha256):
8da3d3e5861c700155466ff4cc8fc6be38113c94186¢5302ad6894691c55¢cd4d,;
38c8f07e4f2e8a662ca9a2910af1b9cd8875056589f95¢9338116¢72bc795159.

24. XaKepcKuMu rpyINMpOBKAMU, HalleJIeHHbIMM Ha OpraHbl
roCygapCTBEHHOM BJACTM W CyObeKTbl KPUTUUYECKONW MHGOPMalMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauny, OCYIIECTBISIOTCS GUIIMHTOBbIE
pacChbUIKM  9JIEKTPOHHBIX  IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BpeIOHOCHBINM MCIOJHSIeMbIl ¢aia. [Tocie samycka mosb3oBareeM yKa3aHHOTO
UCIOIHIeMOro ¢aiyia OCYIIeCTBJISIeTCS IeMOHCTpauysl JOKyMeHTa-IpUMaHKU
«ITpuxas o gormycke K rocygapCTBEHHON TallHe», 3arpy3Ka U BHeJpeHle B 1IeJIEBYIO
CUCTEMY BpPEeIOHOCHOIO IpOrpaMMHOro obecriedeHMusl TUMa «TPOSIH YJaJeHHOI'o
nocrtyna» (DCRat).

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C  JIeSITeJIbHOCTBIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(GUILMHIOBBIM pacchliikaM, HeOO6XOAMMO peajn30BaTh Mephl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo ob6ecrneunTb Ha YPOBHE CETEeBbIX CPE/ICTB 3allUThl
MHGOpMaLNK OrpaHNYeHNe o6pallleH!i K CJIeAYIOMM afgpecam, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHBIM» WU «OeIbIM» CITMCKaM:

cj46586][.[twl[.]ru;

hxxp[:]//cj46586[.]tw1[.]ru/L1ncOIn[.]php.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWI  CHCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNMN) ITyTeM
BHECEHMsS] B TpaBWja KOppeasIluyu COOBITUM CAeOYIOIIMX WHANKATOPOB
KommpoMmetaiuu (sha256):
16ef9df3533d911bc0d414251e9def3c8d1335de3c31feade3b8fccf9599600c;
02d7945313b059%e6aa528c66647c59141ca62ca8ac52a8¢3a960f5dc328be666;
28dffaabf6f685cdbad4b814ebd280006919f8311f2ffb2b6al53799%eeb315bb;
e4861621bd49b3ff92b6094ceae288f4d52ff70aa60d730e790f010bacel7bba.
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25. Xakepckoi rpynnupoBkoii Watch Wolf, HaiesneHHOM Ha opraHbl
rocygapCTBEHHOM BJIACTM M  CyObBEKTbl KPUTUUYECKONW  MHGOPMAaIMOHHOM
UHGpacTpyKTyphl Poccuiickoin @Pemepauny, OCYIIECTBISIOTCS (GUIIMHTOBBIE
pPacChIIKM 3JIEKTPOHHBIX MMCEM OT Juiia omnepaTtopa Joructuku «PonyExpress» ¢
TEeMaTHKON «YBeJoMIeHMe 006 OKOHUAaHUM CpoKa OGecIyIaTHOTO XpaHeHus». Bo
BJIOSKEHUSIX YKa3aHHBIX MMCEM COAEPsKUTCS BPeAOHOCHBIN apXyUB C HaIMEHOBaHMEM
«Haxknmagnaa N¢*.zip», BHYTpPM KOTOPOrO HaXOOMUTCH WCIIOJHSAEMbIN daia ¢
HanMeHoBaHueM <«HakmagHag N®*.exe». Ilocime 3amycka I0Jib30BaTe/ieM
YKa3aHHOTO MUCIIOJHSIEMOro ¢aija OCyIIeCTBJISIeTCS BbINIOJHEHNWEe BPeJOHOCHOIO
ckpunTta «JavaScript», 3arpyska M BHe[peHMe BpPeJOHOCHOrO MPOrpaMMHOIO
obecnieuenus Tuna «6sxgop» (DarkWatchman).

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO YKa3aHHOM XaKepCKOM TPYIINMPOBKU IO
(GUILMHTOBBIM pacchliikaM, HeOOXOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo obecrneunTh Ha YPOBHE CETEBbIX CPEICTB 3allUThl
MHGOpMaLNK OrpaHNYeHNe o6pallleH!i K CJIeAYIOMM afgpecam, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHbIM» WU «OeIbIM» CIMCKaM:

ponyexpress|.]website;

bdObaba4]|.]store;

bdObaba4[.]online;

bdObaba4].]site;

hxxps[:]//bdObaba4]|.]store/index[.]Jphp_ CURRENT_USER;

hxxp[:]//bdObaba4|.]store/index|.]php;

hxxps[:]//bdObaba4|.]store/index[.]php/.

Taxske  HeOOGXOAMMO  OCYIIECTBUTh  HACTPOWMKY  IpPaBWJI  CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HAJIMUNN) ITyTeM
BHECEHMsS] B TpaBWja KOppeasIuyu COOBITUM CJAEOYIOIIMX WHANKATOPOB
KommpoMetaiuu (sha256):
8f0796dc1847c¢8e1cf00c505¢5ff855942b1d182e356e4733b4be480a5569ac3;
f5f7f1bbc71fb6da221049d1fc7a31d1312b07da46accdcd76588¢989488297b;
5654faf2d7d2bf6e8fccalff 5bf12d10c284503632cbc964466¢c810ded31571;
43¢2da7c¢3c85¢7658701c01e2fe8bda40c8efd701f0f89¢2681313b15b206b20;
f81f5880ff69a0030b8578bd38e4c6350f95ae1¢c506€9372a2¢57461a9bb375f;
947d88de855c44d6a04c26a4fca45f67d54fc1bbd3f3bb76e3de6c7103fc4651;
c16a7751df8b8c3af4b8aa769816cfc7ecfa378d42ce238c3d7616f36f46dd28;
1be2db951e3df606fa9717fbc179652d76¢c7bd67393426af73b369ad3a490a93;
21b0e575¢3366e4958296b9c2f1e05ace038f3f4c653fb7c5bc5ab816e5¢c609¢;
ae63a886¢36cf4b9bb53837595b2b5c9fe0b52e78edc6c6569d41ce0f1a047c6;
889f6feb0f804a391fc75482d0e5al18ff67a52d655ced8078862a347a1947517,
d1348d73eafbcd78a584ce7c57542331061bbd44d2b425644e92d01368ad6862;
71c03b36162312b61f7f531¢c295fe23fe3a52539a59a26¢3f3f2d351c2ad2b95;
407afe8f6e6cb696¢72209aa952e4f415514196d7605¢305517118743ad1ae27,;
33d5ca7ec51b5f3al6e9bccObl6db7c22fffc5afbld03b68a83ae54455210de2;
3f99¢6b90b7488d59d17adcd1b6fde61752ab3709533f34a5d9eaafcb0fe41 2e;
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889f6feb0f804a391fc75482d0e5al18ff67a52d655ced8078862a347a1947517.

26. Xakepckou rpynnupoBkoii Core Werewolf, HalleJleHHOM Ha oOpraHbl
rocygapCTBEHHOM BJIACTM M  CyObBEKTbl KPUTUUYECKONW  MHGOPMAaIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @Pemepauny, OCYIIECTBASIOTCS GUIIMHTOBBIE
pPacChUIKM 3JIEKTPOHHBIX MMHceM OT Juiia MuHobopoHsl Poccun. Bo BiaoskeHUSIX
YKa3aHHBIX IMCEM COOEPKUTCS BPEOOHOCHBIM  WCIIOJHSEMbBbIM Gail ¢
HauMeHoOBaHMeM «Bpinucka u3 ocsegomiaeHHocT BCY o cocTosiHUM U OJIO’KEeHUM
06bekToB BC P® no cocrostnuio Ha 20.12.2024 r.». I1ocie 3amycka noJib30oBaTeleM
YKa3aHHOTO MCIIOJHSIEMOro aiijia OCYIIeCcTB/sIETCS OeMOHCTpalus OOKyMeHTa-
MPUMaHKM ¥ BBITIOJIHEHME BpeJoHOCHOro VBS-ckpuiita, KOTOPBIM 3arpyskaeT u
BHeJIpsieT JIErMTUMHOE IIporpaMMHOe obecrieueHue [Jis YAAJeHHOTro AOCTyMa
«UltraVNC».

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGpOpMaLuu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO YKa3aHHOM XaKepCKOM TPYIINMPOBKU IO
(OUILMHTOBBIM pacchliikaM, HeOOXOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHnkrax 1.1-1.5.

Kpome Toro, Heo6xoaumMo ob6ecrneunTh Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNK OrpaHNYeHNe o6pallleH!i K CJIeAYIOMM afgpecam, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHBIM» WU «OeIbIM» CIMCKaM:

ipcor].]ru;

hxxpl[:]//ipcor].]ru[:]443.

Taxske  HeoOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IPaBWJI  CHCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUMI) ITyTeM
BHECEHMsS] B TIpaBWja KOppeasIluyu COOBITUM CJAEOYIOIIMX WHANKATOPOB
KommpoMmetaiuu (sha256):
7d05951fb05b770d14b42637fd15770d70749ec1968e0628dc078b17e2dde679;
55849509dd7199426381dc425de04f2676ae2ed4acb60ed37fe543555a22bbf9d;
57cb78d44501b417b8e95e6d31b46e9b4dd19456¢3¢3163f1e0537c93562edef;
bbf4965798aed26726a4dc9bb4cOaeaba8ebbl764627cc8ce68839396112a972.

27. XaKkepcKuMu rpyINUpPOBKAMMU, HalleJIeHHbIMU Ha OpraHbl
roCyJapCTBEHHOM BJACTM W  CyObEKTbl KPUTUUYECKONM MHGOPMAaIMOHHOM
MHGpacTpyKTyphl Poccuiickoin @emepauyy, OCYIIECTBISIOTCS GUIIMHTOBBIE
pacChbIKM  9JIEKTPOHHBIX IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BPeJOHOCHBIM apXMB C HauMMeHOBaHMeM «3arpyska.zip». BHyTpu yKasaHHOro
apxMBa COIEPIKUTCSI BPpeOHOCHBIN ¢ail ¢ pacmmpenneM «.doc». ITocse 3amycka
M0JIb30BaTe/IeM YKa3aHHOT'O MCIIOIHSIEMOTO ¢aiia OCYIeCTB/ISIeTCs JeMOHCTPpaLysI
IIOKYMeHTa-IpMMaHKM, 3arpy3ka M BHeApeHUe BpeJdOHOCHOIo IpOrpaMMHOrO
obecrieueHus Tumna «TposiH yaaneHHoro gocryna» (Cryp RAT).

I npedoTBpallleHUs] peajusaluu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C  JIeSITeJIbHOCTBIO  YKa3aHHbIX XaKepCKUX TIPYINNUPOBOK IO
(OUILMHTOBBIM pacchl/ikaM, He0OXOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xoaumo OCYILIECTBUTb HACTPOWKY IPaBUJI CHCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HAJIMUMI) ITyTeM
BHECEHUsS] B TpaBWja KOppeasIuyu COOBITUM CHAEAYIOIIMX WHAWKATOPOB
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KommpoMetaiuu (sha256):
1ce80b2bb2a5f56573ca786f662accea56f4b9e0e3052ddecl4fe03364c14dfe;
ead58c483¢8208cd57464f8a49290795390634f4698213054bf7370227c026dc;
2a0aa0763fdef9¢38c5dd4d50703f0c7e27f4903¢139804ec75e55f8388139%ae;
e17cd94cd8fc0e001a49f43a0801cead4625fb%aee211bo6dfebebecd446c21f460;
593e60cc30ae0789448547195af77f550387f6648045847ea244dd0dd7abf03d;
f6¢55900318781681edf34838e74b6bf3a7106ca34881d7f5¢63b8e0d7ac3694;
f00b21185f93e23409e9383930¢7999094983671b1c1e0dc00208bb1c8f1el10d;
44887df9f68f5a3084c7d80c1c7492ca5209e816a4e83fdbd6e2fcb6f1ffI36f;
f6¢559¢c031b7b16bledf34b38e74b6bf3a7106ca34881d7f5¢c63b8e0d7ac36944;
027d0f9d3b924d76cfa043e7b0b51facb401f2b8bceb1e9778d8bbe87cdc8717;
070b710671c05da85d005¢cfb16a924bae030c74bf1ed3fdd0b649befde2baal a;
0081b7bc078cle2dd6413cdb47a0e02dbd4e3d3c647al14c6dfc48d137647cdd3b;
097bf0f5b07c4834e4c65be0ad645362ce641e8cb72dfb46711ca254da70511d,;
oc5bef12a9a37a8166d1cf10150b7bd4668bcd706221d08b1d11297761e09956.

28. Xakepckou rpynmnupoBkon Paper Werewolf, HalleJleHHOM Ha opraHbl
roCygapCTBEHHOM BJIACTM W  CyObBEKTbl KPUTUMUYECKOM MHGOPMAIMOHHOM
UHGpacTpyKTyphl Poccuiickonn @Pemepauny, OCYIIECTBISIOTCS GUIIMHTOBBIE
pacChbUIKM  9JIEKTPOHHBIX  IIMCEM, BO BJIOKEHMSIX KOTOPBIX  COAEPKUTCS
BpeIOHOCHBINM (ailyl, 3aMaCKMpPOBaHHbIM TIOA, JIETUTMMHBIM JOKyMeHT. Ilocie
3aIlyCcKa YKasaHHOro aijia OCYIIEeCTB/ISIETCSI JeMOHCTpauysl 3allinGpOoBaHHOTO
nokymeHnta Microsoft Word. IlosnbsoBaTtenio mnpepjaraercs MNOATBEpPAUTb
BBITNIOJIHEHME TIpOLieAypbl paciiM(poBKM, B TaKOM cJiyuyae OyaeT OCYIleCTBJIEeHbI
KOMaHIbl 06oJyiouku clileHapueB «PowerShell» pasi 3arpy3ku M BHeJpeHUS
BPEeIOHOCHOTO MpPOrpaMMHOro obecriedeHusl TUMA «TPOSIH YAAJEHHOTO OOCTyMa»
(PowerRAT).

I npedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO  YKa3aHHOM XaKepCKOM TPYIIMPOBKU IO
(GUILMHIOBBIM pacchl/ikaM, HeOO6XOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHnkrax 1.1-1.5.

Kpome Toro, Heo6xoaumMo ob6ecrneunTh Ha YPOBHE CETEBbIX CPE/ICTB 3allUThl
MHGOpMaLNY OrpaHNYeHNe o6pallleHNni K CJIeAYIOMM afgpecaM, UCIIOIb3Ys CXeMY
JOCTYIIA 110 «YePHBIM» WU «OeIbIM» CIMCKaM:

lobbyluxuries|.]com;

94[.]103[.]85][.]47;

185[.]244].1182].]87;

5[.]252[.]176].]55;

85[.]198[.]110[.]216.

Taxske  HeoOGXOAMMO  OCYIIECTBUTh  HACTPOMKY  IpPaBWJI  CHCTEMbI
MOHUTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNMN) ITyTeM
BHECEHMsS] B TpaBWja KOppeasaluyu COOBITUM CHAeOYIOIIMX WHAWKATOPOB
KommpoMmetaiuu (sha256):
fa8853aaal56485855b77a16a2f613d9f58d82ef63505be8b19563827089bf52;
13252199b18d5257a60f57de95d8c6be7d7973df7f957bca8c2f31el5fcc947b;
8ba4cd7ea29f990cb86291003f82239bfafe28910d080b5b7d3db78e83¢c1b6f3;
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37b3fa8a3a05e4aedb25eb38d9e4524722f28c21fac9f788f87113c5b9184ef5;
804cd68f40d0bb93b6676447af719388e95cafd5a2b017a0386eb7de590ebf17.

29. Xakepckonu rpynmupoBkol Lazarus Group, HalleJIeHHOM Ha OpraHbl
rocygapCTBEHHOM BJIACTM M  CyObBEKTbl KPUTUUYECKONW MHGOPMAIMOHHOM
UHGpacTpyKTyphl Poccuiickoin ®Pemepauny, OCYIIECTBASIOTCS GUIIMHTOBbIE
pPacChUIKM 3JIEKTPOHHBIX MMMCEM OT JiMlia, BbIfaollero cebs 3a IpeacTaBUTES
OoTHeJla KaApoB CTOPOHHEN oOpraHusauyiu. Bo BJIOKeHMSIX YKa3aHHBIX IMCEM
comepsKaTcsl UCIOHsIeMble (aljibl C paclllipeHueM «.exe» U (Halsbl-MIPUMaHKU C
pacumpenneM «.txt». [locse 3amycka YyKasaHHBIX MCIOJHSIEMBbIX —aljioB
OCYIIIECTBJISIeTCSI OTKPbITHE OKHA, B KOTOPOM I0JIb30BaTeIO MpeajiaraeTcs BBeCTU
cBou IP-agpec. ITocne BBoga IP-agpeca B cucTeMy OCYILIECTB/ISETCS 3arpyska u
BHeJIpeHMe BpPEeJOHOCHOI'O IPOrpaMMHOTO obecreueHMs] THUIA «3arpysuukK» U
JIETUTUMHOI'O TPOrpaMMHOI0 obecriedeHys Ajs yaajieHHoro goctyia « UltraVNC».

I mnpedoTBpallleHUs] peajus3alyuu yrpo3 6e30MacHOCTU MHGOpMaLuu,
CBSI3aHHBIX C [IeSITeJIbHOCTBIO YKa3aHHOM XaKepCKOM TPYIIMPOBKU IO
(GUILMHTOBBIM pacchl/ikaM, He0OXOAMMO peajn30BaTh Mepbl 3alllUThl, YKa3aHHbIE B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xXoaumo OCYILIECTBUTb HACTPOMKY IPaBUJI CHUCTEMbI
MOHMTOPUHTA COOBITUI MHGOPMAIIMOHHOM 6€30MacHOCTH (TIpU ee HaJIMUNN) ITyTeM
BHECEHMsS] B TpaBWja KOppeasauyu COOBITUM CJAeAYIOIIMX MWHAWKATOPOB
KommpomMeralmu (md5):

€6323a40d1aa5b7fe95951609fb2b524;

cf8c0999¢148d764667b1a269c28bdcb;

37973e29576db8a438250a156977ccdf;
d966af7764dfeb8bf2alfeea503belfd;
778942b891c4e2f3866c6a3c09bf74f4;
1315027e1c536d488fe63ea0a528b52d;
b0e795853b655682483105e353b9cd54;
e0dd4afb965771f8347549fd93423985;
739875852198ecf4d734d41ef1576774;
bf5a3505273391¢5380b3ab545e400eb;

Oee8246de53¢20a424fb08096922db08;

80ab98c10c23b7281a2bf1489fc98c0d;

4c4abe85al c68ba8385d2¢cb928ac5646;

e6al977ecce2ced5a471baa52492d9f3;

fdc5505d7277e0bf7b299957eadfd931;
2b2cbc8de3bdefcd7054f56b70ef58b4;
57453d6d918235adb66b896e5ab252b6;
00a2952a279f9¢84ae71367d5b8990c1;
5eac943e23429a77d9766078e760fcOb.



[Tepeunn uaeHTUGUKATOPOB KOMIIpOMETaLUM

II pasgmen, mynkrt N° 11.

ITpunoskenne

ITepeyeHb MHAMKATOPOB KOMIIpoMeTanyu MHGPacTpyKTypbl ynpasiaeHuss LummaC2

CeTeBble MHINKaATOPbI KOMIIpOMETalllIn

hxxps[:]//intelinsights[.]substack][.]com/p/a-multi-actor-infrastructure-investigation

154[.]216[.]20[.]204

193[.]124[.]205[.]63

61[.]149[.]4[.]214

198[.]251[.]84[.]107

172[.]67[.]75[.]172

43[.]143[.]130[.]50

192[.]169[.]69[.]26

58[.]56[.]172[.]234

192[.]169[.]69[.]28

60[.]222[.]237[.]158

208[.]95[.]112[.]1

61[.]157[.]153[.]24

45[.]125[.1247[.]123

101[.]207[.]142[.]35

129[.]6[.]15[.]28

112[.]216[.]232[.]82

239[.]255[.]255[.]250

113[.]240[.]239[.]242

81[.]19[.]131[.]103

115[.]239[.]173[.]226

83[.]217[.]208].]134

117[.]141[.]0[.]134

107[.]189[.]28[.]160

118[.]112[.]188[.]39

154[.]216[.]17[.]46

123[.]52[.]136[.]150

154[.]216[.]17[.]167

123[.]135[.]104[.]58

154[.]216[.]20[.]89

183[.]215[.]11[.]163

154[.]216[.]20[.]133

183[.]230[.]82[.]22

154[.]216[.]20[.]204

183[.]237[.]57[.]250

154[.]216[.]20[.]224

191[.]97[.]7[.]106

162[.]254].]34[.]46

218[.]59[.]172[.]213

185[.]1196[.]8[.]56

218[.166[.]5[.]17

185[.]1196[.]8[.]68

222[.]87[.]204[.]236

185[.]1196[.]8[.]76

222[.]249[.]1226[.]134

185[.]196[.]10[.]135

223[.]95[.]119[.]193

185[.]196[.]11[.]18

daityioBble MHIUKATOPBbI KoMIpomeTanuu (sha256)

34a265197110995c087e43eddeld1425b1c4c809443491b480cdef4d89al1d302

39a2a0e55cd35¢5f61c80e3de3335e529778f9602a3aa281d08e38df8df4071c

3cb18e4d9f70b897cf1bbad4ceb965522b31da34ace530d8alfb9f481a9cae3d

642a7f341146d4b2a5381186ec636a8e0ce7ccc16bb730be331e51d6e65f4db3




68d54b631ec36072fe2a833a0adaabc131b7f464

383cab338a83aff7827ccc06

7d3ff6ad74c57a4df53ada02881d2da8243ba098c6b65bddefd405829729b40b

81e362d1aae7ca2398219edc502323062fbd06845a42a044668ac808362d58e6

9adfca702feeb585a9bb2e370cb27746a9f7bcecce8c4f182cffc411b829226f

c041e7547fc7f9dbbcde766a199fb6226309c60f76795ddfe46da698664f9311

e53e552a44¢7746c9b2916b83d5d9¢7d5f0f19305b313bde698841509efccdff

ea2db0b533eacf73d3b23f4da806e87be4192525

1a69108d9eb699b895f4cf80

ef54db47ae752d795e0734e3ea73c4607490cec5

8e2570818b65681d94a35f4c

fae4297f765a1c93fef48d7bddd8c88e6361dcb7eb9efc7cb10ff050e2157d80

12ca4ad8cd613c8d086cd39a5¢c6e787¢12209f22

71ba850817b72eae3cd559da

0909¢f95903c9f07651f4361b8e929c53a62162f6eaaeb11b0dd70eaef2c2784

083f0f217bff41523e9faa49bb13e9e5d691a3c51

341b12d0c4829d8cfc33292

a9f22319f417a9¢78eb4c96257c847f1c08e9381ad05ebc05889d8b140ebf5d2

II pazmen, mynkTt N° 18.

HHguKaTopbl KOMIpoMeTanyuy xakepckoi rpynmupoBku Cloud Werewolf

CeTeBble UHINKATO

DbI KOMITPOMETanumn

content-protect[.]net

yandesks].]net

control-issue[.]net

yandisk].]info

office-confirm[.Jcom

mirconnect|.]info

onesoftware].]info

sber-cloud].]info

serverop-parametrs[.Jcom

gosportal[.]net

web-privacy[.]net

riamir[.]net

net-plugin|.Jorg

yandesktop[.]Jcom

triger-working[.]Jcom

web-wathapp[.]Jcom

daityioBble MHIUKATOPBI

KommpomeTtanuu (MD5)

9d3557cc5c444fe5d73e4c7fe1872414

242e86e658fe6abbe4c81b68162b3001

cba05e11cb9d1d71£0fa70ecd1af2480

2fe7e75bc599b1c68b87cf2a3e7aa51f

cbfb691e95ee34a324f94ed1£f91bc23

36dd0fbd19899f0b23ade5alde3c2fec

2d24044c0a5b9ebe4e01ded2bfc2b3a4

389f6e6fd9dcc84c6e944dc387087a56

88be01f8c4a9f335d33fa7c384cad666

3a54acd967dd104522ba7d66f4d86544

a30319545fda9e2da0532746c09130eb

3f12bf4a8d82654861b5b5993c012bfa

15fd46ac775a30b1963281a037a771bl

49f8ed13a8a13799a34cc999b195bf16

31b01387ca60al771349653a3c6ad8ca

4b96dc735b622a94d3c74c0be9858853

389bc3b9417d893£3324221141edeal0

£45008bf1889a8655d32a0eb93b8acdd

aa8da99d5623fafed356al4e59acbb90

0139f32a523d453bc338a67ca45c224d

016b6a035b44c1ad10d070abcdfe2f66

01db58ald0ec85adc13290a6290ad9d6

160a65e830eb97aae6e1305019213558

0£37e1298e4c82098dc9318c7e65f9d2

184cf8660af7538cd1cd2559a10b6622

6fcee9878216019c8dfa887075c5e68e

1af1f9434e4623b7046cf6360e0a520e

d445d443ace329fb244edc3e5146313b

1bfb9cba8aa23a401925d356b2f6e7ed

£3£28018fb5108b516d802a038f90bde

21585d5881cclled1f615fdb2d7accl




II pazgen, mynkTt N° 20.

CeTeBble MHIMKATOPbI KOMIIPOMETAILV, CBSI3aHHbIE C IeATe/IbHOCTb XaKepCKUX
IpYNNMPOBOK MYHKTa 20

45[.]141[.]84[.145

185[.1216[.]70[.]170[:]1337

hxxps|:]//solarnyx2410150445][.]screenconnect[.]com/Bin/ScreenConnect[.]ClientS
etup|.]exe?e=Access&y=Guest

hxxps[:]//allwebemails1[.]screenconnect|.]com/Bin/ScreenConnect[.]ClientSetup][.]exe?e=Acc
ess&y=Guest

hxxps[:]//webr6hlOn[.]screenconnect|.]com/Bin/ScreenConnect[.]ClientSetup].]ex
e?e=Access&y=Guest

hxxp[:]//185[.]1196[.]9[.131[:]8080/bd70Zy3uMOQL-Y abIS8FHeRw

HXXP[:]//148].1251].]53[.]222[:]14443/SETUP[.]MSI

HXXP[:]//185[.]216].]70[.]170/O0[.|BAT

HXXP[:]//185[.]1216[.]70[.]170/HELLO

HXXP[:]//185[.]216[.]70[.]170/A

hxxp|:]//185].]216].]70[.]1170

hxxp[:]//185[.]216[.]70[.]170/00].]bat

hxxp[:]//185[.]216[.]70[.]170/hello

hxxp[:]//185[.]216[.]70[.]170/s0s].]txt

hxxp[:]//185[.]216[.]70[.]170/72[.]bat

hxxp[:]//206[.]206[.]77[.133[:]8080/xeY ] 7tYzjajqYj4MbtBOw

hxxp[:]//5[.161[.]59[.]201[:]8080/FINOfGPkOL4qc gYuWeEYQ%TEMP%\gfLOPbNLYYY
h[.]exe

hxxp[:]//5[.161[.]59[.]201[:]8080/7k9X BvjahnQK09abSc8SpA % TEMP%\FaLNkAQGOe|.]Jex
e

hxxp[:1/5[.161[.]59[.]201[:]8080/7k9X BvjahnQK09abSc8SpA % TEMP%\QgCNsJRB[.]exe

hxxps[:]//www[.]lidahtoto2[.]Jcom/assets/im[.]ps1

hxxp[:]//87[.]120[.]125[.]55[:]8080/BW_qY10OFZRv7iNiY_nOTFQ%TEMP%\EdgouRkWzL,
sK][.]exe




